Message

From: LOWRY Leslie [Leslie.Lowry@cegedim.com]

Sent: 10/12/2012 10:41:57 AM

To: LOWRY Leslie [Leslie.Lowry@cegedim.com]

CC: BUZZEO Ronald [Ron.Buzzeo@cegedim.com]

Subject: BuzzeoPDMA SOM Seminar - Electronic Presentations

Attachments: 1- Opening R Buzzeo P Hamby.pdf; 2 - Basics of SOM R Buzzeo.pdf; 3 - Legal Considerations for SOM L Barber.pdf; 4 -
Systems Considerations P Hamby.pdf; 5 - SOM Investigative Programs Caverly Williamson.pdf; 6 - Legal Case Studies
J Gilbert.pdf

Thank you for attending the BuzzeoPDMA SOM seminar. We hope that you found the
meeting to be informative and helpful. As promised, | have attached electronic copies of the
presentations from the seminar. If you need any assistance please feel free to contact me
and | can put in touch with one of our business development associates or consultants.

Thank you-

Lesiie Lowry | CompHanee Proleos Uoordaator

{pgeekim Relationship Managernent | 1023 Bounlders Parloway, Sute 301, Richmond, VA& 23225

Phows 042303007 | Faxe 8042671744 | rmuile leslie Jowrv@eegedim. com

Cfice Howrs - 8:30 AM - 2:30 PM EST - Monday - Friday

BuzzeoPDMA SOM and Controlled Substance Seminar - October 13, 2012 - Hyatt Regency Chicogo O 'Hare

Click Here to Register - SOM and O35 Semingr
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Welcome

Suspicious Order Monitoring Seminar
Regulatory Issues and Handling Increased Enforcement

Hyatt Regency O’Hare
October 11, 2012
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WELCOME

Ronald W. Buzzeo, RPh — Chief
Compliance Officer

Paul Hamby — Senior Director,
Regulatory Consulting Services

October 11, 2012
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Global Solutions for Healthcare and Life Sciences
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- Founded in 1991 (formerly BuzzeoPDMA, Inc.)

- Acquired by Dendrite in 2005; Cegedim acquired Dendrite in 2007
-+ Areas of Focus

- Controlled Substances Act and DEA Policy

<+ Prescription Drug Marketing Act and FDA Policy

< Computer System Validation — Part 11 Requirements

-+ State Specific Regulatory Requirements

= Qperational Support via Outsourcing

-+ Compliance Document & Process Management powered by Qumas

- 300+ Clients - Pharmaceutical and Life Science Companies, Drug
Distributors and Pharmacy Retailers.

< Regulatory and Operational Experience-based

- Professional Working Relationships with DEA, FDA, State
Agencies, and Regulatory Law Firms

cegedim
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Agenda

> The Basics: SOM Regulatory and Policy Requirements

» Legal Implications and Considerations for SOM

- System Considerations — Computer Models, Algorithms,
Statistics and More

» Building an Effective Investigative Program

> Lessons from Case Studies: “Real World” SOM Challenges

< Compliance Panel
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cegedim
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28 ff?SQs ] i . i, o sés e ﬁmy

» Companies not meeting regulatory requirements for controlled substances, prescription
drugs and List | chemicals

= [nconsistent implementation of regulatory (DEA, PDMA and Stale) requirements

s Lack of understanding of regulatory requirements

= [ncreased inspections by DEA, States and FDA

= State oversight in licensing, pedigree, gift reporting, counterfeit, outdates and damaged

. of sufficient

initiatives is a r

; cegedim
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w Diversion and amm of US mamfm‘turm Controlled Substances
@ Internet Pharmacy
= Pain Clini
@ Prescriptions
@ Record keeping, prescription and
reporting violations
# List | Chemicals
# Controlled Substances
Su&ap cious Order Monitoring (SOM)
S@pt / 06 Letter
@ Feb /07 Letter
o Dec/ 07 Letter
Su&p@mim and/or civil fines
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: Exmm“m of Tactical Diversion Squads
@ As of 6/1/2012 there were 48 operational TDS units
w 286 Authorized task force officer positions
s Enhanced Regulatory Oversight
@ Distributor, manufacturer and health care community initiatives

a2 Warni ﬂg &i gﬂ@

iversion Ew&mgmm
FY mw budg@t requested 60 investigator positions
# FY 2012 budget requested 50 DI positions

ME Diversion Investigators have completed training
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Dispensing CS without a prescription signed by a practitioner

Dispensing CS without an oral prescription called in by
practitioner

Prescriptions missing essential elements
Not properly documenting partially filled prescriptions

Internal thefts

Failure to report mail delivery losses
Inventory discrepancies

« Fictitious DEA registration numbers

cegedim
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- A growing number of companies have had actions taken
against them by DEA for having non-complaint SOM programs
and inadequate “know your customer’” approaches.

- DEA Actions related to SOM / “Know your customer” since
2007:
-+ Immediate Suspension of DEA Registrations
< Show Cause actions to deny the DEA Registration
< Loss of DEA Registration
< Large Civil Fines
< Subpoenas / Criminal prosecution
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» Administrative sanctions;

Letter of Admonition TTr i T
- Administrative Hearing 1
= Immediate Suspension/Loss of Registration
= DOJ Civil Prosecution. Consent Decree. Fines
DOJ Criminal Prosecution. Fine. Jail. Forfeiture 1B
Board of Pharmacy Action. Licensure. B 11188
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PHARMACEUTICAL DRUG ABUSE
IN THE UNITED STATES
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» Hydrocodone is most frequently abused by high school seniors

@ 7 million individuals reported non-medical use of prescription
drugs during the past year

@ 3.2% of 12 to 17 year olds reported non-medical use of pain
relievers

» Hydrocodone is most frequently abused by high school seniors

= 6.1 million individuals reported non-medical use of prescription
drugs during the past year

w 2.3% of 12 to 17 year olds reported non-medical use of pain
relievers

Attributed to increased law enforcement and education

im
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Report — November 2011 — Center for
Prevention

from prescription drug abuse in the last
decade
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Rates of Painkiller Sales, Deaths, and
Treatment Admissions

b Dhpaths gy 100000 penple

e Treptrnent admissions per 10000 peaple

SOURCES: National Vital Statistics System, 1998-2008; Automation of Reports and
Consoclidated Orders System (ARCOS) of the Drug Enforcement Administration (DEA),
1900-2010; Treatment Episode Data Set, 1998-2009
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ARCOS Per Capita Distribution

rams of preserplion
s per 10000 ppopd

SOURCE: Automation of Reports and Consolidated Orders System (ARCOS) of the
Drug Enforcement Admmnistration (DEA), 2010
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Drug Overdose Death Rates by State

Rate por 100,000 people
fadiusted for agel
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National Forensic Laboratories System

?zgzﬁfﬁ 1.1 National trend estimates for selected prescription
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After sale/distribution reports
Suspicious orders
Excessive orders
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«  Further iterated in September 06, February 07, and December 2007
DEA memoranda

#  December 2007 memorandum: “This letter is being sent to every

entity in the United States registered with the DEA to manufacture or

distribute controlled substances.”

WAGMDL00319160
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(b) In evaluating the effectiveness of security controls and
procedures, the Administrator shall consider the following
factors:

... (8) The adequacy of the registrant’s or applicant’'s systems for
monitoring the receipt, distribution, and disposition of List 1
chemicals in its operations.

(a) All applicants and registrants must provide effective controls and
procedures to guard against theft and diversion of List 1
chemicals. ..

WAGMDL00319161
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sed systems are not sufficient

< Threshold-based approaches only identify large orders as
compared to a “reasonable” value or historic mean

-+ Threshold based approaches do not review all orders

Do not meet the regulations.

- ... asystem that identifies orders as suspicious only if the
total amount of a controlled substance ordered during one
month exceeds the amount ordered the previous month by a
certain percentage or more is insufficient.”

WAGMDL00319162
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Registrants must conduct an independent analysis of
suspicious orders prior to completing a sale to determine
whether the controlled substances are likely to be diverted from
legitimate channels.”
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-+ Confirm the legitimacy of new (and existing) customers.

Balance: Motivation to quickly clear legitimate orders vs.
regulatory need to hold / cancel / report on orders that are fruly
‘suspicious.”

88 F

Reporting an order as suspicious will not absolve the registrant
of responsibility if the registrant knew, or should have known,
that the controlled substances were being diverted.”
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Thresholds are not acceptable.

< DEA has previously stated on this topic, “that’s like saying a little
bit of diversion is ckay.”
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)
= Extended use of combination Schedule [l pain medication, other

Schedule lll and IV and the highly abused Schedule |l street
drugs. Lack of contract between patient and physician

= Detail responsibility of each in treatment
@ Lack of treatment plan
@ Lack of alternative treatments

Presgription

i
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= Qut-of-state patients

Large % of CS vs NCS

Lack of patient contracts

@ Lack of alternative treatments

# DEA Compliance Issues

= Lines of patients

@ Suspicious activities

Guards

= Pay cash prior to entering office
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v your customer” activities

D@?ﬁ@rm ine é@g ma@y mf existi ﬂg aﬂd potential new customers and
customer’'s customers

------ » SOM Sy@t@m based only on order size thresholds are insufficient

< ldentifies orders of unusual size, orders deviating substantially from a
normal pattern, and orders of unusual frequency

< Statistically based model — highly recommended

8

Procedures to identify investigative process, process {o clear orders, DEA
reporting, closing accounts, etc.

E}@véﬁpm@m of a culture of compliance with the regulatory
requirements and respect for the danger of controlled substance abuse
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5 ®

ronald.buzzeo@cegedim.com

WAGMDL00319171
CONFIDENTIAL

P-19682_00043



BuzzeoPDMA Suspicious Order Monitoring Seminar — Chicago

yerations
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= Registrant to design and operate system
= System must disclose to registrant suspicious orders
= Registrant must report suspicious orders to DEA upon discovery
@ Suspicious orders are orders
= of unusual size
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= Size Alone — Volume of specific controlled substances ordered is
disproportionate to orders for other drugs

« Pattern Alone — Normal volume of limited controlled substances,
but little or no other drugs

= Frequency Alone — 77

= "DEA does not approve or otherwise endorse any specific
system for reporting suspicious orders”
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= Detecting and reporting suspicious orders is part of maintaining
“‘effective controls against diversion”
« 21 C.FR.1301.71 — DEA must consider SOM program in
determining if registrant maintains effective controls against
diversion

« 21 USC 823-824 — Maintaining effective controls against diversion
is a factor in DEA's decisions denying or revoking a registration
= Filling suspicious orders may be failing to maintain effective
controls against diversion (DEA letter to registrants)

= Southwood - 72 Fed. Reg. 36487 (2007)
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report “required by this subchapter or subchapter il...”

= No reported cases on civil penalties for failing to report
suspicious orders of controlled substances under 21 CFR
1301.74(b)

= 1§21 USC 842 applies to failures to report suspicious orders, the
criminal provisions of that section also apply to failures to report
suspicious orders
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*Not Licensed in lllinois
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BuzzeoPDMA Suspicious Order Monitoring Seminar — Chicago

SYSTEM CONSIDERATIONS -
COMPUTER MODELS, ALGORITHMS,
STATISTICS AND MORE

Paul Hamby, Senior Director,
Regulatory Consulting Services

October 11, 2012
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Agenda

<> DEA Requirements

Statistical Systems for SOM
IT Considerations and Implications

- Conclusions
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SOM Program - 5 Key Program Elements

- Appropriate due diligence and “know your customer” activities

<+ Determine legitimacy of existing and potential new customers and
customer's customers

| SOM Model
< SOM System based only on order size thresholds are insufficient

< |dentifies orders of unusual size, orders deviating substantially from a
normal pattern, and orders of unusual frequency

< Statistically based model — highly recommended

< Appropriate review and/or investigations of pended orders

- Procedures to identify investigative process, process to clear orders,
DEA reporting, closing accounts, etc.

< Training

< Development of a culture of compliance with the regulatory
requirements and respect for the danger of controlled substance abuse

cegedim
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Code of Federal Regulations
SOM Requirements

Controlled Substances — 21 CFR 1301.74(b)

The registrant shall design and operate a system to disclose to the registrant suspicious
orders of controlled substances. The registrant shall inform the Field Division Office of the
Administration in his area of suspicious orders when discovered by the registrant.
Suspicious orders include orders of unusual size, orders deviating substantially
from a normal pattern, and orders of unusual frequency.

Further iterated in September 06, February 07, and December 2007 DEA memoranda

December 2007 memorandum: “This letter is being sent to every entity in the United States
registered with the DEA to manufacture or distribute controlled substances.”

Listed Chemicals — 21 CFR 1309.71
(a) All applicants and registrants must :irovide effective controls and procedures to
guard against theft and diversion of 'List 1 chemicals..

(b) In evaluating the effectiveness of secunty controls and procedures, the Administrator
shall consider the following factors:

. (8) The adequacy of the registrant’s or appllcant s systems for monitoring the
remgpt distribution, and disposition of List 1 chemicals in its operations.

- cegedim
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SOM System Best Worst Practices

to assist with

- System al
acceptable

< Are you foregoin ‘review, investigate,

and potential report?

WAGMDL00319192
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SOM System Best Practices

% Ensure the system evaluates EACH of yoq:,vr-v""'cﬁstome’f;s orders —
product by product — comparing the latest order with HISTORICAL
ORDERING PATTERNS for that custom“’er and_ product.

<% Review and confirm the Iegltlmacy of EVERY order BEFORE IT IS
SHIPPED.

= Should have system mechanism to"' ‘pend” or hold orders that are not in line with
previous orderl_nvg_,_?g,ulze frequency_‘_v or pattem / history.

< Include all controlled substances (Schedule Il, 1ll, 1V, and V) and listed
chemicals. |

<+ If necessary, update ordé’r managenient system to include a
STATISICALLY BASED approach to identify “orders of interest.”
« Statistically viable system is more justifiable and defensible.

« An opinion: About the only \ tively look for the “deviating substantially
from a normal pattern” requ

cegedim
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Statistically Defensible Order Pending System

- Based on and grounded in statistics, not “best guesses”

»  Statistical model: a formula that is derived using probabilistic arguments and is used
to describe or simplify a complex reality.

-+ Best (only?) way to evaluate DEA’s “normal pattern” requirement
-+ More sophisticated (i.e., defensible) order evaluation

d/LESS Defensible

T Statistical Evaluation = LESS sop

- sophisticated / 1

WAGMDL00319194
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Statistically Defensible Order Pending System

More sophisticated way to look at orders

« Compare current order of a drug with the historical ordering pattern of
that drug by that customer
i Gauges statistical “likelihood” that the product order is fraudulent/erroneous
@ Examine multiple order characteristics (or attributes), all in parallel (such
as order size, history, trends, frequency, etc.)
#  Allows “weighing” of various attributes in the overall calculations
@ Giving greater significance to certain key order attributes

WAGMDLO00319195
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Statistically Defensible Order Pending System

An over simplified example

Statistically you determine:
# Size of order should be worth 53.8% of the evaluation,
« Frequency should be worth 21.6%,

@« Degree that the ordering size is changing over time
(increasing) should be worth 8.4%,

#  Ete.

“Suspicion” Score = 538 x (Size Eval Algorithm) + .216 x (Freq Eval Algorithm) + ...

Note: Determining proper “weighing” and each individual “Eval Algorithm”
is the hard part — requires significant statistical analysis of historical
ordering pattern of YOUR products by YOUR customers

cegedim
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Statistically Defensible Order Pending System

< Other Benefits of the Power of Statistics
@ Can introduce concepts such as level of order “suspiciousness”
# Could be used as a tool to deploy different investigative responses

# For example, score of:
@ 0-25: Deemed not suspicious
@ Triggers: phone follow up, requires customer to supply reason in writing
= 51 -75: Deemed highly suspicious
w Triggers: on site review / visit
# 76+: Deemed severely suspicious
= Triggers. immediate reporting to DEA
@ Can better account for “unusual” events — seasonal drug products, sales
promotions, etc.
= Biggest benefit -> Significantly more defensible

# Helps make better, more defensible decisions
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Best Practices for Implementing a Statistical System

s (probably most important)

@ Need Life Sciences kmwﬂedgeabie DEA regulatory knowledgeable statisticians
(or a Trusted Vendor)

@ |f not using a vendor, likely requﬁreg investment in a statistical analysis tool

«  Should be developed using your company’s specific data

«  Provides a “custom fit” for your company’s customer and product base, order history,
and business model

@ ‘W

Altributes must be chosen and focused on satisfying DEA regulations
«  Should support identification of potentially suspicious behavior which can manif
in many different ways (multiple “techniques” / “creative” diverters)
@ Include “enough” attributes to sufficiently compare current order vs. historical
levels /
s As an example, Cegedim deploys cloud based and non-cloud based SOM statistical

algorithms. We typically compare and review at least 8 — 12 ordering characteristic
parallel in real time.
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Best Practices for Implementing a Statistical System

@ Should run on your existing order management system for real-time identification
of “orders of interest”

Strike the “right” |
« Should be optimized to balance:

Business needs,
goals,
_ customer satisfaction

Regulatory need
fo identify
suspicious orders

«  Should be setup so that the system “auto adjusts” itself over time
@« When tuning is necessary, should support modification in a straight forward way
w  Adjust sensitivily, false positive/negative rates, “excessive” pends, etc.—when necessary

«  Fully confirm and/or “rebalance” the statistical values and assumptions periodically
(recommended ~ at least once yearly)
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IT Considerations and Implications

st EEgﬁEfECaﬁt E'T sﬁi@gratam

<+ Can be significant cost and time investment

< All data continues o only reside in your order management system
Utilize an external “k
< Less ET’ integration

- Create interfaces to the “bolt on” application to pass

order information back and forth

L%Si I'T ant@gmtam
< Support web based “call outs” with order
information to cloud based system
<+ Indication of suitability of the order is returned

from the cloud
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Conclusions
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Thank You for Your Attention

paul.hamby@cegedim.com
www.cegedim.com/compliance
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BuzzeoPDMA Suspicious Order Monitoring Seminar — Chicago

A Consulting
y Consultant
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Know Your Customer

CONFIDENTIAL
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= [icenses/registrations
»  Ownership
= Types of Drugs Desired/Current Suppliers
usiness type
« Pharmacy
« Compounding Pharmacy
« Wholesale Distribution
= Estimated Needs
« Prescription Usage Reports
» Red Flags
» Cash vs. Insurance
« Controlled vs. Non-controlled
» Qut of state customers

WAGMDL00319210
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= Photos

= Site orientation (hospital setting, strip shopping mall/out of state
plates).

=« [imited prescription/record review

= Observations of customer activity

1| | Inv
Business information
License information
Other

cegedim
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Tracking Distributions

CONFIDENTIAL
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Registrants
------ > 12.27.2007
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October 2009

cegedim

What is my customer’s practice area?

How does this customer’s order compare with similar
customers?

How does this customer’s recent orders compare with the
customer’s historical orders?

Can the customer explain peculiarities or anomalies in its
orders?

Are there readily observable warning signs about certain
localities?

CONFIDENTIAL
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» Standard deviation
> Mean/Mode
> Moving averages

> Population data
> Charge back data
» QOther
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Clearing Orders

CONFIDENTIAL
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Purchasing affected by registrant incentives
Purchasing affected by drug shortages
Other suppliers are out of business

Drug usage reports
Drug purchase reports (from other suppliers)

cegedim

In person interviews
Review records and/or other documents
Corroborate information

CONFIDENTIAL
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Having prescriptions on file may not be enough

It is their job to keep customers happy

We get lots of pended orders in every

= |t's due to your order frequency

CONFIDENTIAL

WAGMDL00319221

P-19682_00093



= Frequently documented in the computer record
= On site reviews will contain printed materials
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DEA Reporting

CONFIDENTIAL
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= Should be reported by a management official

* Orders should be reported to the local office of the DEA (unless
instructed otherwise)

= Reports should be verbal and in writing

= |s the order being reported an anomaly
= Should all the accounts orders be cancelled
= |s the account problematic

WAGMDL00319225
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Corporate Values

.
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rt Will
robert.williamson@cegedim.com

mark.caverly@cegedim.com
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