Attachment A

A. Controlled Substance Order Monitoring System

Background

Redacted — Attorney Client Privileged

Redacted — Attorney Client Privileged {Orders ofinterest are roviewed by
"R Intcgnity, and 1t determined to be suspicious, arc reported to the DbA """" di

To prevent stores from placing controlled substance and PSE orders that mﬁﬁbe deemed suspicious, a
“Tolerance Limit” and “Ceiling Limit™ check is performed within Store SIMS. ‘During these checks, orders are
evaluated to determine if they should be flagged as “orders of interest”” and reportcd to RJ\ In_: grity via the
Controlled Substance Ordmng KPI application (CSOM appllcatl ) .

control the actions users can pcrform \uth};_ hc app_llca_t__i_gn thc (,__SOM appll(:'ltlon uses Authcntlcator to
manage user access. : W,

Tolerance Limit Check b
The tolerance limit check is used to prevent stores from ordering their total allotment of a controlled substance
or PSE item in one order. Should the store trv and modify the quantity of an item ordered to exceed the

tolerance limit, the quaﬂtlt\r ordered for that particular item is systematically reduced to zero and is flagged as
an “order of interest” to be reported to Rx Integrity for review.

Ceiling Limit Check _
The purpose of the cc}lmg '

Should Lhe store aumnpt to modify the quantity of an item ordered to exceed the “quantity available™ (ceiling
limit — 6 weeks of accumulated recei ipts) . the quantity ordered for that particular item is systematically reduced
to zero and is flagged as an “order of interest” to be reported to Rx Integrity for review.
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Attachment A

Issues Related to the Controlled Substance Order Monitoring System

1. Ceiling Limit Parameter & Override Modifications

(1) While ceiling limit parameter modifications (¢.g., K value changes) made by Rx Integrity personnel are
required to be approved by the Senior Director of Pharmaceutical Integrity prior to being entered into the
CSOM application, system approvals do not exist nor is a subsequent review performed to ensure that the
change made was approved and entered accurately.

(2) In order to address changes to a store’s external environment (¢.g., a new hospital opens 2
phan‘naf;\ in the area closes, etc.), Rx Integrity personnel have the ability to process a store/item ce ing limit
override in the CSOM application. Store/item ceiling limit overrides initiated by Pharmaceutical Integrity
personnel do not require pre-authorization by field level management (i.c. district, store) ora sccondary
approval by Pharmaceutical Integrity management. In addition, no subsequent revigw is performed after a
change has been made to ensure the accuracy and integrity of the changu """

Recommen datlons
1.

ppli:f:}a;tjons ﬁévelopment — Business Services & Solutions

to enhance the CSOM application to requlr :
implementing any K value changes. '

system to_a_ more mltomatbd process. Once prepared, the business case will be prcsentud to the respectl\e
Executive Investment Council for spend approval. If approved, it will then be provided to the respective IT hub
to determine whether the work will be performed based on capacity. If capacity exists it will then be prioritized
against other work. Note: Legal / regulatory enhancements are given high prioritization.

In the meantime, Rx Integrity will create reporting of selected ceiling limit changes that the Rx Integrity
Managers will review monthly. Report would be combined with the data elements required of #2 below to
include both into one report “Ceiling Limit Parameter & Override Modifications™ and “Ceiling Limit Override
Expiration Date™
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Attachment A

The ficlds would be:
e  Store Number
Item — Drug and Strength
Previous Ceiling/Allocation
New Ceiling/Allocation
% Change in Allocation
Current Total 6 Week Received Quantity (Including Open Orders)
Override Date
Expiration Date
e Override Duration

The report will be sent out monthly to the Rx Integrity managers for all orders that exceed prmedc'tﬁmliribd

thresholds. (Overrides for longer than 90 days to satisfy the “Ceiling Limit Overnide Expiration Date™ piece, and
overrides that increase ceiling more than 50% for the “Ceiling Limit Paramcu,r & Oxcrndc Mod;ﬁcatlons
piece)

Estimated Completion Dates
Report can be created by 3/31/2015 - Completed

for completlon of work by 8;’ 172015. iy
g} i,

Copy of BSS Run
Retail Apps Idea Forn

2. Ceiling Limit Override Expiration Date
The expiration date a user can enter into the C SOM_ pplication for a store/item ceiling limit override can be set
to any time duratlon lntemal Audit (IA) obser\»ed that a user was able to enter a ceiling limit change on

Rx Integrity should submlt a change request to Applications Development — Business Services & Solutions to
program into the CSOM application a maximum time period that can be assigned to a ceiling limit override.

Until such prvogrammmg changes are made, Rx Integrity management should generate and review reporting of
the expiration dates entered for all ceiling limit overrides for appropriateness.

Management’s Response — Tasha Polster, Senior Director Pharmaceutical Integrity & Pharmacovigilance
See response forissue A.1

Estimated Completion Date
See response for issue Al
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Attachment A

3. Access to Process Ceiling Limit Overrides
The Authenticator group CSOrderingKPIUser was intended to allow users view-only access to the CSOM
application. During IAs review of this group, it was identified that users assigned to this group have the
ability to process store/item ceiling limit overrides. At the time of our review, users with this access included
individuals from the Asset Protection, IT, Rx Inventory, and Rx Purchasing departments

- Redacted — Attorney Client Privileged |

Recommendations

1. Rx Integrity should review those users assigned to the CS OrdenngKPIUsw group t {,IISHIL their access 1s
appropriate based on job responsibility. For any users where current access is not appropriate remove those
users from the CSOrderingKPIUser Authenticator group until: nticator group is created
(see recommendation (b) directly below). {

1.

2. Requirements have been gwen to the Applications Development group who has requested additional
funding. To create anew level of authorization — read-only — the estimate is $18,000. Due to the removal
of indi\ iduals from thc‘CSOrdcring KPIUsc,r group notc,d above 'md that various au(hcnticator groups that

4. Access to Mﬁ.d_ifv Ceiling Limit Parameters (i.e. K Values)

Users assigned to the Authenticator group CSOrderingKPICeilingAdmin have the ability to change the ceiling
limit parameters (i.¢., K values) through the CSOM application. In reviewing the users assigned to this group,
[A noted that 12 of the 22 users should not have been assigned to this group as they do not work in Rx
Integrity. This included individuals from IT, Rx Inventory and Asset Protection departments.

CONFIDENTIAL —~ PROTECTED BY THE ATTORNEY-CLIENT AND WORK PRODUCT PRIVILEGES
DO NOT PRINT, COPY, DISCUSS OR DISTRIBUTE IN ANY FORM

4

WAGMDL00750670
HIGHLY CONFIDENTIAL

P-20804 _ 00004



Attachment A

Redacted — Attorney Client Privileged

Recommendatlon
Rx Integrity Management should review the users assigned to Authenticator group CSOrdenngKPICeilmgAdmm
and remove those users that do not require such access.

Management’s Response — Tasha Polster, Senior Director Pharmaceutical Integrity. & Phalmacqx_f_lgllance
All users outside of Rx Integrity have been removed from the Authenticator group
CSOrdermgKPICellmgAdmm on 2/]2!201ﬁ Ste\ en Mills, Sr BA Rx [ntegrm and Tasha PoIster Sf"Dlr Rx

members fmm the team.

Estimated Completion Date
Completed 2/12/2015

lmut parameters (1 K valuu}__ perform ta.ﬁlss d051§?_nata€i__§ls thc r_f:__sp01151b111t) of field lu el managcmc,nt (ie
district storc) etc. In re\«iu\ing the users assigned'to thiS“group IA identified scvcral users outsidc of R\

dt.partmunts

Redacted — Attorney Client Privileged

r(.spon51bdmes

Management s Response — Tasha Polster, Senior Director Pharmaceutical Integrity & Pharmacovigilance
All users outside of Rx Integrity have been removed from the Authenticator group CSOrderingKPISuperUser on
2/12/2015. Steven Mills, Sr BA Rx Integrity and Tasha Polster, Sr Dir Rx Integrity are the two tecam members
that have access to add and remove users.

Estimated Completion Date
Completed 2/12/2015
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Attachment A

6. Administration of User Access

As the business owner of the CSOM application, only Rx Integrity management should be granting user
access to certain groups for this application. In reviewing those individuals that have been granted
administrative rights to add users to the Authenticator group’s CSOrderingKPISuperUser and
CSOrderingKPICeilingAdmin (see background section of issues 6 & 7 for information regarding these
groups), [A noted there were two indiv 1duals(0ne from Asset Protection and one from Rx lm entory) that had
been assigned administrative rights.

Redacted — Attorney Client Privileged

Recommendat: on

Estimated Completion Date

Completed 2/12/2015 g o

7. Rx Script Count File Validation ¢
No validation is performed to ensure that the wee y store R\ Scrlpt Count file has been received by the IFS
prior to calculating the ceiling limit. In the event the new weekly file is not received, the job to calculate the
ceiling limits will not fail, but ratht,r the old data (the last successful feed) will be used to calculate the ceiling
limit,

Redacted — Attorney Client Privileged

calcuiatmg thu \\cekl\ cuhng limits. If the file is not current, thbjob should fail and IT support should be
notified. ..

In order for this change to be made. Pharmaceutical Integrity (business owner of the Controlled Substance Order
Monitoring process) should initiate the process by submitting a request, with business requirements and
prioritization, to IT Business Services & Solutions.
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Attachment A

Management’s Response —Joe Conlon, Director Business Services & Solutions

The team will look into a file delivery check and subsequent notification. The team will work with Rx Integrity
team on requirements and determine funding. Based on whether the funding is approved by the requisite
Executive Investment Council it will then go to the respective IT hub for a determination of when the work can
be completed.

Estimated Completion Date ;
Creation of a business case with determination on funding approval and if applicable, IT timin
of work by 6/30/2015.

for completion

COMPLETED

Here is the weekly status report for the Update Rx Script Count Audit Issue for DEA efifilmm ments, _

Highlighis:

s Project has been kicked off.
e Project schedule has been set.
¢«  Resources have been assigned.
+  Business Requirements are complete.

Upciate Rx Smpt Financial !
Count Audit Issue forcommunication UpdatCount Audit Issue
7/13/2015 - Final weekly status report for the Update Rx Script Count Audit Issue for DEA enhancements. There have been
no rcponcd issues with the changcs and the project is now closed.

ount Audit Issue for

Update Rx Script
Count Audit Issue for

8. Ceiling Limit Calculati
During our review of the controlled substance monitoring process, IA noted that the Walgreens employee

involved in defining the methodology, and creating the formulas used in calculating the ceiling limits, had a
Ph.D. from the lllinois Institute of Technology in Management Science and was versed in Management and
Computer Science with strengths in Statistics and Forecasting, In addition, it appears that User Acceptance

testing was performed to verify that the ceiling limits were calculated correctly.

However, IA was unable to determine if the testing performed was adequate as no formal test plans were
created nor documentation maintained to support the testing performed and conclusions reached.

Redacted — Attorney Client Privileged
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Attachment A

Recommendation

User Acceptance testing should be performed, and appropriately documented, to ensure that the ceiling limits
are being calculated accurately and that the regression model is working as intended. Specifically, we
recommend that Rx Integrity management either contract with a third party firm, or work with Walgreens IT
and other applicable Walgreens experts (e.g.. Rx Inventory, etc.). to validate that the methodology applied and
calculations programmed are appropriate and functioning as intended. To facilitate an audit trail, we
recommend the related test support documentation be retained in the Change Managcmcnt Automatlon Tool
(CMAT), P s

""" | Pharmacovngllance
Rx Integrity will perform a random audit on 100 storeshtems to verify the cellmg llmlts are caleulated correctly,
and work with Rx Inventory and Manager, Application Development - Butld Inventen' and Ordering to ensure
that it is documented in the CMAT system. e . -

lt should be notn,d that our culmg limlt modul 1s mdc,pf.,ndf.,nt of ABC s op&,ratmg modc,l ABC does not and

Estimated Completion Date
11/30/2015 o

B. Controlled Substance Orders Relected bv AmerlsourceBergen (ABC)

Background A
Stores submit their Rx Q__rqlers including orders for controlled substances, to ABC, Walgreens primary .
pharmaceutical distributor. | Redacted - Attorney Client Privileged i

Redacted — Attorney Client Privileged |

ABC has a system in.placc to fla,g, uo.rdu's that L‘(Cbbd set thrushoids a.nd ona bi—\\ u,kh basis pm\ides

Issue

A process does not exist to review and analyze the bi-weekly reporting provided by ABC to determine why drug
orders are being rejected. Based on a review of reports sent by ABC from the period of 7/11/14 — 10/9/14,
approximatelv 1.850 orders were rejected per week.
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Attachment A

Redacted — Attorney Client Privileged

Recommendation
Implement a process to review and analyze the bi-weekly ABC report with the intent of determmmg why orders that
are deemed acceptable by Walgreens are being rejected.

This process should also include the creation of a report for Rx Integrity management that pre vides insi ight into the
number of orders being rejected by ABC, the number of orders researched by the Rx Integrity dt,panm_g_r_]_t

conclusions reached based on the research performed, and any follow-up or remedi ation L,Fforts requl rcd based on
the results of the analysis.
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the third tlme Note ABC will not conslder any increase for a drug for a store until it has hit their OMP
threshold three times. If it has hit the threshold for a third time, Rx Integrity will provide an in depth
questionnaire to the store to fill out to obtain more information on the drug being ordered. Once the
questionnaire is received back, Rx Integrity analysts will review the responses from the stores, in addition to
looking at store spec1ﬁc___p_rescnber data, sales trends, etc., to ensure a request to ABC for an increase is

warranted. If we deem that a request for increase is not warranted, Rx Integrity will make adjustments within
the system to prevent orders from going to ABC that may trigger their OMP threshold.

We will start with C2 drugs. Once we deem this process works this will be expanded to all C3-C5 drugs and
PSE. This process will reduce the risk of future rejections by ABC due to orders potentially hitting their ceiling
limits. It needs to be highlighted that ABC does not reveal their ceiling limits, and we do not know what orders
that thay may send to the DEA

C2 1mplemmtat10n} 6!'%0;’201:), C3-C5 and PSE implementation - 12/31/2013

(.‘.OMPI..ETEIRE{,SQL\*'E.D
CS0 KPI Reporting Webpage is functional, Updates will be made to allow for better reporting when specific forms are
needed. ABC OMP report has been tested and functional. Screen shots below
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Attachment A

OMPKPI we

rights &l Sthadiie 2 Medicaions hat ware cut by ABO's OMP program

Humiber | ¢ DaleFom J2075-05-20 | To [2015-06-03

SHoww ADRITICHS, SEARCH CRITER|S

2015-05-20 31702108 Marphine Solid Cirder 1dentified -
2015-05-20 21702108 3538 Ciwycodone Sclid Order ldentified :
2015-05-20 31702170 4163 Hydrocodone Solid Order Identifisd
2015-05-20 31702178 4216 Hydracodene Solid Cirder ldentified
2015-05-20 21702532 4531 Hydrocozone Soid Qreder ldentified
2015-05-20 31702254 4835 Hydrocodone Solid Cirder Identifiad
2015-05-20 31702286 517 Hydracodone Solid Order Ideniified
2015-05-20 31702333 5560 Hydrocodone Soiid Crder Identified
2015-05-20 31702381 5761 Amphetaming Solid Cirder ldentifisd
20150520 31702438 5700 Arnphetaming Solid Ogrder deniified

OMP Report

/2015 11:24:02 &M |

HemsiOrders Top Prescribers Fovement History Owerride Form

. Orders ©

MORPHINE SULFATE 13 MG ER TAB 100 1 1,500 820
MORPHINE SULFATE 60 MG ER TAR 100 2 2,000 3,428
KADIAN 50 MG CAP £0 1 210 478

MORPHINE SULFATE 100 MG ER TAB 100 1 EC0 1425
MORPHINE SULFATE 13 MG ER T4B 100 1 1,600 1,820
MORPHINE SULFATE 20 MG ER CAP 60 1 430 321

MORPHINE SULFATE 30 MG TAE 10D 1 100 2,072
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Attachment A

Redacted — Attorney Client Privileged
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Attachment A

Recommendations

1. To provide a reasonable level of assurance that the pharmacies across the chain are complying with
documentation and retention requirements for controlled substance prescriptions. a formal monitoring program
should be implemented. Due to the large number of Walgreens stores, the monitoring program should be based
on a sampling methodology that balances the cost of implementing such a program against the potential cost on
non-compliance. In addition, the program needs to include a mechanism by which the results are aggregated
and reported to applicable management who has the authority to determine and direct necessary corrective
actions. -

2. Until such a program is implemented, Rx Integrity management should:

a. Review the Compliance Checklist questions to determine if any changes should 'bc 1ade
compliance with the DEA Settlement. '

b. Request that the Compliance department provide the results of the quarterl\ Cemphanee Cheekllsts Where
the compliance rate is not 100% for those questions pertaining to the Settlement Agreement, a process

should be implemented to follow-up with applleable:stores to understand th s¢ of non-compliance and

remediate accordingly.

1.

controlled substance stiekermg and preserl iption logbook requirements in the Settlement Agreement and
request. The Compliance depa_;tment to provide results to Rx Integrity for follow-up.

2. Comphance cheekllsts updated and a process implemented for receipt of information by - 5/31/2013

Reason for reque: in date change: Assel Protection is working on their market alignments that correspond to the
field transformation that is happening in the markets. Rx Integrity and Asset Protection will work to put together a
BCI (Business Control Initiative) that will include the Asset Protection managers looking for compliance of record
keeping around controlled substances and the following of the Good Faith Dispensing Policy.

New date: 8/31/15

What if anything has been done to date? We have met with Tim Gorman to get approval to work with AP to begin
the BCI plan.| Redacted — Attorney Client Privileged
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Attachment A

R Tnie gnn their findings.

D. Target Drug Good Faith Dispensing Policy

Background
Walgreens has implemented a Target Drug Good Faith Dispensing policy for the Pharmacists to follow and a Target
Drug Good Faith Dispensing checklist for the Pharmacists to complete when certain controlled substance
prescriptions (i.e. oxycodone, hydromorphone, methadone, and other district-specific controlled substances) are
dispensed. The Target Drug Good Faith Dispensing checklist was created to aid Pharmacists in determining
whether a prescription for certain drugs have been written for a legitimate medical purpo

Issue
Based on discussions with Store Operations management, District Managers (DMS] and PharmaC} Supervisors
(RXS) are L\pCC[Ld to perform store W, alks of each store 1n thelr district approumatelv every 30-—4:) day s. “ lnle

Possible options to facilitate compliance monitoring include:
1. Work with C omrrnmit\‘ Managem'eﬁtii?leadership to leverage the existing Store Walk program in place and build
' __“'hereb\ the results of those walks are provided to applicable management As

questmns pertammg to adherence w 1th the Target Drug Good Faith Dispensing policy and the Target Drug Good
Faith Dispensing checklist and (2) for the Compliance department to provide those results to applicable
management. As part of the monitoring program, roles, and responsibilities should be defined within Pharmacy
Services as to who will monitor the Compliance Checklist results for issues.

3. Implement an independent monitoring program within Pharmacy Services to perform periodic reviews, on
a sample basis, to identify and remediate non-compliance.
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Attachment A

Management’s Response — Rex Swords, Vice President, Pharmacy/Retail Operations and Planning
1. As noted within the management response for Finding C. Rx Integrity management will meet with Asset
Protection Solutions (APS) group management (Tim Gorman) to determine whether loss prevention
personnel in the field could be utilized in performing audit activities on a sample basis in the stores and then
reporting those results to Rx Integrity for review. In the event that APS is unable to facilitate our
independent monitoring request, we will hold discussions with the Chief Compliance Officer
President, Pharmacy and Retail Operations to determine what type of independent monitoring can be put in
place until it is determined that the new Store Walk program under development is imple ented and can be
utilized as an effective monitoring control (see note below on Store Walk Program ‘

District Managor to follow up on.

Estlmated Completlon Dates
1.

Reason for request in date change: Assel Prolection is working on lhelr market alignments that correspond to the
field transformation that is happening in the markets. Ry JIntegrity and Asset Protection will work to put together a
BCI (Business Control Initiative) that will include the Asset Protection managers looking for compliance of record
keeping around controlled substances and the following of the Good Faith Dispensing Policy.

New date: 8/31/15

What if anything has been done to date: We have met with Tim Gorman to get approval to work with AP to begin

the BCI plan.i Redacted — Attorney Client Privileged i
e IThe AP managers in the ﬁold will begin their store visits focused on this BCI in June and report back to

lR\ Iniegrity their findings. b
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Attachment A

E. Monitoring of Good Faith Dispensing Training Completion

Backeround .
Redacted — Attorney Client Privileged
| Rodactd - Attomey Glent Priviged E:Wal greens has created two People Plus Leaming based trainings for pharmacy personnel to take:
‘specifically the Good Faith Dispensing Training and a separate acknowledgement of having read and understood the
Good Faith Dispensing policy. Training completion can be tracked via the Key Performance Indicator (KPI) metrics
available via StoreNet and it is store management’s responsibility to ensure all training is taken as required.

Issue: .
Bascd on a detailed review of the training data pertaining to 2013 and CY2014, IA 1duntlﬁcd hc foll _Vmg

e 2013 Training - IA noted that apprc)\inntel\ 180 acti\ € emplm ees, at the time”{)f ouf't'e ‘sting '(‘G'eptember

had not completed the Good Faith Dispensing POl]C\, Acknowledgement The training was '1551gned
throughout the year to a multitude of p051t10ns within the stores, 1nclud1ng pha:rma{;\ pcrsonnel Employees

* 2014 Training — IA noted, at the time of our testing (Nov-e ber-l9t1- _-{)14 over __OOU emploxees had not

Redacted - Attorney Client Privileged @ centralized monitoring process should be implemented{~ "7
Redacted — Attorney Client Privileged | This could be facilitated by Rx Integrity

requesting a report from Walgreens Human Resources to identify emp]ox ees who have not vet completed the
required training and then w. orklng with Store Operations management to communicate non-compliance and
reinforce the training requxrement and ItS lmpor’[ance

comphancc

Estimated Completlon Date
Complete 3/31/2015
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Attachment A

F. Reporting Suspicious PSE Orders to the DEA

Background

Redacted — Attorney Client Privileged

To facilitate compliance, the CSOM application is programmed to auto-generate an email to the stores requesting

information regarding “orders of interest”. The stores have two business days in which to respond. If no response is
received within two days, the CSOM application will give Rx Integrity 24 hours to review and mark the order as
“Response Received™ (i.c. order considered non-suspicious). The fo]lomng day. the CSOM application will send

the orders in “Denied™ status to the Rx Integrity mailbox for final review. Orders_that are then deemed to be
suspicious (PSE only) are then faxed electronically by Rx Integrlt\ to the DEA.

Redacted — Attorney Client Privileged

Recommendation -
A report should be created and monitored by Rx Integnh management to ensure that “orders of interest™ are being
evaluated and, if necessary, roportcd as susplcmus to the DEA w 1th1n required tum,framcs Once a report has been

Redacted — — Attorney Cllent Privileged
5 Walgrccns no Iongcr dlstnbutcs controilcd subslanccs out of its dlS[]‘]bu[lOH centers. ThlS I‘prOl‘lS{, 1s specific

Rx Intugrm will put togcthcr business requirements. Once prepared, the business case will be presented to the
respective Executive Investment Council for spend approval. If approved, it will then be provided to the
respective IT hub to determine whether the work will be performed based on capacity and if capacity exists
when it will be done based on other priorities.

Estimated Completion Date

Creation of a business case with determination on funding approval and if applicable, IT timing determination
for completion of work by 6/30/2015.

Complete
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Attachment A

Per the request of Internal Audit, Rx Integrity is responsible for creating an automated process can send
“Suspicious Orders™ to the stores local DEA office. Upon further investigating, it was determined by Rx
Integrity that an automated process could not be performed as these automated faxes would be generated by an
internal server and Rx Integrity cannot verify if the faxes made it successfully. It has been the recommendation
of Rx Integrity to continue to manually send the “Suspicious Orders™ to the local DEA office in order to
continue to have better accessibility of when faxes are successful. In order to comply with the internal audit and
ensure orders are being submitted in a timely fashion. Rx Integrity created a dedicated webpage within the Rx
Integrity web-portal for accountability. Rx Integrity to review this page once dailv and “mark complete™ all
DEA faxes. The responsibility solely falls on Rx Integrity to review and confirm on the webpage that all orders
were successfully submitted. Rx Integrity is responsible for reviewing and sending all faxes to the DEA within
the designated timeframe. If any “Suspicious Orders™ are not sent within the window, then Rx Integri
managers will review and follow-up with the team members responsible.

CSOKPI Order Reporting

ol wopd Date Frane 1376/2015 T3 16512015

SHEW AGDITIORA, SEARCH CRITERTS

iazienls |i 2 CARIBIEAN DIVISION FHF
IFE013 | 1] DEA  [HEW ENGLAND DIVISION Fan {617} 357-2126
325/2015 | 1| DEA  |SACRAMENTO DISTRICT OFFICE Fax {916} 480-7248
32812015 |1 DEA  [SaH FRANCISCO DIVISION Fax {415} 436-7610
B/3/2015 DEA  |ATLANTA DIVISION Fax {404} 893.7063
1| DEx  COLUMBIN DISTRICT OFFICE Fax {B03) 253-3153
4 i| DEA |FT LAUDERDALE DISTRICT OFFICE Fa {034} 4801803
§/3/2015 | 1| DEL [HEW JEREEY DIVISION Fax {573] 776-1156
8/3/2015 |1 DEA  [HEW YORK DIVISION Fax {212} 337-2872
814/3015 DEA  WMERPILLVILLE RESIDENT OFFICE Fax {212} 6B1-7022
£/4{2015 |1| DEA |MILWAUKEE DISTRICT OFFICE Fax {414} 727-3454
8412018 DEA  [HEW YORK DIVISION Fas

G. Responding to DEA R rolled Substance Dispensing Logs

Redacted — Attorney Client Privileged

Issue
In testing a random sample of 15 DEA requests from the period January 2014 — June 2014, IA identified that one of
the requests had no evidence of information being provided to the DEA. Additionally, there were three requests for
information provided to the DEA beyond the two day business requirement (responses were provided 6, 11, and 34

days after the request date).

Redacted — Attorney Client Privileged
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Attachment A

Redacted — Attorney Client Privileged

Recommendation
At the time of our audit testing procedures (June 2014), Rx Integrity had just implemented a process. which utilizes
an Access Database, to manage DEA requests. The process implemented requires each DEA request, upon receipt,
to be logged into the Access Database and assigned to an Rx Integrity Business Analyst. The Access Database is
used to maintain all relevant information (e.g. status of request, assigned date of completion, etc.) regarding the
request.

As an enhancement to this process, Internal Audit recommends:

1. Due to the short timeframe in which DEA requests are to be generally responded to (tv\o days), a daily report
should be generated from the information contained within the Access Database of all outstanding DEA
requests. This report should be used by Rx Integrity management to momtor for any. potcntlal issues in fulfilling
requests in accordance with the Settlement Agreement.

2. Rx Integrity should ensure a mechanism exists to uidencc that all
the date of the response.

Management’s Response — Tasha Polster, Senior Director Pharm I Integrity & Pharmacovigilance
I. Rx Integnt\ will look into dev tlopmg an automated rﬁ,pon to show if dates are mlSSLd Dcpendmg on tht,

1pt of each request. This report will be updated to not only
include the date the DEA was responded to and how (e.g.,

ana,l\ sts communicate with the agents upon:r
include the date the request was received but
fax, email, etc.).

Estimated Completion | Dates
1. Decision on automated report being approved for implementation by 6/30/2015 —
Upon furiha.r inv a,sug:almgy it was (iucmnmd by R\ inif.bnn timl an auiomatcd pmbus W cau!d not bc i‘casxhlc asit

RLporf: s Uuilulatl(:a W gd’(’l\ and sent to the Rx Integrity managers. (Example report below) Report includes date
the request was reccme»d the date the DEA was responded o and by what means (fax, email, etc.)
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Attachment A

DEA Hecords Haguest Weekly Satas -’fm-*ﬁfdf:#m

Brspamnnt Sgan Fpsy Ty Hadsiecs Chpmnndd Dot Sige e Ry Dae Sanhaian by
&
S GEA Frescriber Seport Dy, ickn Fham, Dr. Daniel AELCES 4005 0E0AS fecoeds sentvia E-Bdad Kaihn
Sl Dy Blichaed Havis Dimighaty
IR TEA Stk Divizion Offine o oy Joowe Rapumsr Tt Togien SEOFIGER BA/AEE ST Fmonrdy sent v BB Bimrin
eieris
SITT HEA e Dgdend Oiision Frescyiber Bapoet Budtgpde Prasoribers FEBIIGIN lﬂ,-‘%f.-_?z'.&?.ﬁ AF S Recreds sant Jia B famia
Befinkris
SIEE GEA Mandnester DRstrict Difios Fatizng Reonrs Fecuest Richard W, Busthins HPERGES  $3GFANE  AEu200% o rencrds found Savia
Bigbriz
ST TER Fatiern Ruwsdy Baest W Wasthesstein GITINAS RAEA01% eSS Faads senn via BB Dty
Warghase
524% DBx Crrighvad eyt Comy Raguest, Ty Geoegs Shapin GETRES SOAMNE GRS Civigivaniy ket il Dhateny
Eragerives Sepor Warghass
SIRE  GEA Origioal Fard Dopy Reguest, Seanda Shemps HTVACES O S/ANAMED D8/2B/N0MN ety Caley
Patient Reconds Recuest Warghese
BISE  MYIES Patient Records Reguest abef Aless WITIIOES 425205 §I2RMIDIS Records sent v EAGH = Todva
Paguinfl

H. Pharmacy Manager Bonus Calculation

Background

pharmac; j\zole Based on the bonus metrics in place for FY 14, this requirement
1acy Manager bonus calculations.

ulating the Pharmacy Manager bonus that includes controlled substances is the
pts” metric. In order to remove controlled substance script fills from the “Average

tmnsmltte: to the Pharmacy Strateglc Analytics Server housed at the Central Processing Office in Orlando.

e On amonthly basis, the Results department runs a query against the Pharmacy Strategic Analytics server to
create an Excel spreadsheet summary, by store, of the total controlled substance prescriptions sold during
the month.

e The monthly data is combined with the previous month’s data in order to create a fiscal year-to-date total.

After fiscal year-end, when the bonuses are calculated, the total controlled substance prescription total is

subtracted from the “Average 90-day Adjusted Script” metric.

Issue
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Attachment A

To determine if all controlled substance prescriptions are being captured by the Results department and properly
extracted from the “Average 90-day Adjusted Script™ metric, IA independently obtained controlled substance
prescription information from the EDW and compared it to the data contained in the bonus system. Specifically, IA
reconciled the total number of controlled substance prescriptions filled for the first three quarters of fiscal year 2014
(September 1, 2013 — May 31, 2014), per EDW, against the data contained in the Results department bonus system.
Based on that reconciliation, approximately 1,700 controlled substance prescriptions (.002% of total controlled
substances prescriptions ﬁlled) were not captured by the Results department and therefore not e\cluded from the
“Average 90-day Adjusted Scripts” bonus metric. -

Rel:()mmendatlo]’l ..... e,
The query used to extract the total controlled substance: prescnptmn data should be moved from the Strategic
Analvtics server to the EDW production cnwmnmcnt In domg S0, this mll ensure that the data uscd by thc qucn 1s

complete and secure, the quurius used are s

Management’s Response — Kyle Nelsen, Direct
We will explore the ability to get a regularly scheduled monthly feed directly from EDW in the same format we
currently receive. If it has been determined that EDW can provide the requested data and a sample file has been

provided to verify the information provided will facilitate the bonus calculation process. Results will work with
EDW to move the query from the Strategic Analytics server to the EDW production environment.

Determination of ﬁ,aslblh / _;1#20 l 5 If it is determined that the information can be provided as needed.,
the query will be moved : EDW production environment prior to 8/31/2015
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I. Stickerless Prescription Procedure on StoreNet

Background
Prior to the Settlement Agreement, Walgreens affixed a sticker, auto-generated from Intercom Plus, on CIHI-CV
controlled substance paper prescriptions in certain states based on state law. This sticker contains: (1) a serial
number unique to each prescription; (2) the prescriber's name, address, telephone number, and DEA registration
number: (3) the patient's name, address, and telephone numbcr 4) the prescription issue da,tc (5) the drug and
quantity dispensed; and (6) the fill date.

Per the Settlement Agreement, “Walgreens pharmacies are to affix such a sticker to all paper ¢ 011trollcd substance
prescriptions in each state. regardless of the requirements of state law™ and “Walgreens will maintain a paper file of
such prescriptions organized chronologically by fill date.” To notify the store locations affeeted by the new
requirement, Pharmacy Services sent out a COMPASS communlcatlon in June of 2013 f:ntitied ( hange in

Stickerless Procedures™. s g

Issues
1. The SthkLIILSS Pr@scnptlons procedure, locat(,d on StoreNet, does not'mﬂn,ct thc fact that all stores are required

Recommendations i

1. The Stickerless Prescnptlons procedure should be updated to clearly state that all CIII-CV prescriptions are to
be stickered regardless of state requirements and filed and organized chronologically by fill date. In addition,
we recommend the Director of Pharmacy Affairs perform a review to ensure no other policies that currently
exist on StorcNut n,fc enee Ianguagc, that conflicts with the controlled substance stickering requirements sct

1.

Redacted — Attorney Client Privileged
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Attachment A

2. Follow-up occurred with both stores to confirm that the stores were in fact stickering all CIII-CV
prescriptions. The stores both indicated that they were in fact stickering all required prescriptions.

Estimated Completion Dates
I. N/A

2. Complete

J. Rx Activity Log Book Procedures

Per the Settlement Agreement ‘Walg,reens pharmames are requtred for prescrlptlon reﬁlls to foliow the procedures
or IV controlled substanccs was entered into the system accmatc]\ In order to 3ttf.,st to t]ns cach Pharmamst that
was involved in the dispensing process for the refill 1s required to sign (full s1 naturf.,)-th(. R\ Activ ity Logbook
within 72 hours of the their shift. ' '

lssue k - .

51gnature tlmeframe within w hlch the review and attestatlon is to occur) Wal greens must adhere fo w lth respect to

the Settlement Agreement..

Redacted — Attorney Client Privileged

Recommendatlon

SN S

Management’s Rcsb‘buse_ ~Al Ch‘k‘tcr, Director Professional Affairs Central Pharmacy Operations
The Pharmacy Record Kecping procedure will be updated as recommended and the change will be
commumcated to' the stores in the March “News You Can Use” newsletter.

Estlmated Comp]etmn Date
3/31/2015
COMPLE Hﬂ) 3!311’”01 5
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K. DEA Records Request Training

Background

On occasion, the DEA will request the stores to provide certain records in order to aid their investigations. Per the
Settlement Agreement, Pharmacists are to receive training that includes instructions on how to assist the DEA in
obtaining records (c.g.. copies of prescription hard copies).

Issue

While information does exist on the Rx Integrity department website instructing Pharmacy pcrsonncl on what to do
in the event pharmacy records are requested by a DEA agent (i.e., DEA Visit Guidelines “Do’s and Don’ts, DEA
Prescription Request Records links), specific training has not buun provided to Pharmacists detarlmg their
responsibilities, and the associated procedures, for assisting the DEA in obtaining recerdq H,

Estimated Completmn Date
Completed 2/20/ {.i)i"ﬁ e
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Update Rx Script Count Audit Issue for DEA — Project Status

Week Ending 22 June 2015 Project Manager: Kraig Keegan Overall Schedule

Scope Cost
Description: Check for the weekly Rx script count file to be current. If it is not current, force the job to end and
get the current file

Financial Capital Expense Total Key Messages

Resources

PRI B . —— oo The overall status is neutral. The remains in Green status. The project is currently in Deploy Phase and is on

Actual Spend 0 4,900 4,900 track to be fully deployed by mid June.

Forecast 0 5,100 5,100

Total 0 10,000 10,000

fudget | 0 10,000 10,000 Contractor Resource Mix: Onshore: 0% Offshore: 100%

EinalReleass 04/08/2015 - 05/08/2015 - 05/26/2015 - 05/27/2015 - 06/04/2015 - 06/12/2015 - 06/19/2015 —
05/07/2015 05/25/2015 05/26/2015 06/03/2015 06/11/2015 06/18/2015 07/M10/2015
Accomplishments This Period:
e . e Owner/

Changes were successfully deployed. Critical issues / Risks + Mitigation Due Date

I/R: No issues or risks identified at this time.

M: Owner
Name/
MM/DD/YY
Activities Next Upcoming Period: /R o
- wner
Warranty Support Name/
M: MM/DD/YY
I/R: o
At wner
MM/DD/YY
Pro;ect Closure 7/10/15 7/10/15
@ ©2013 Walgreen Co. All rights reserved. Confidential and proprietary information. 3
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Update Rx Script Count Audit Issue for DEA — Project Status

Week Ending July 13, 2015 Project Manager: Kraig Keegan Overall |G Schedule [C

Scope &8 Cost
Description: Check for the weekly Rx script count file to be current. If it is not current, force the job to end and
get the current file

Financial Capital Expense Total Key Messages

Resources &

PRI B . i) o o The overall status is neutral. The project is moving to Grey status due to being complete.

Actual Spend 0 5,400 5,400

Forecast 0 0 0

Total 0 5,400 5,400

egﬁgﬁé " 0 14,600 14,600 Contractor Resource Mix: Onshore: 0% Offshore: 100%

EinalReleass 04/08/2015 — 05/08/2015 - 05/26/2015 - 05/27/2015 - 06/04/2015 — 06/12/2015 — 06/19/2015 —
05/07/2015 05/25/2015 05/26/2015 06/03/2015 06/11/2015 06/18/2015 07/10/2015

Accomplishments This Period:
Project is complete Critical issues / Risks + Mitigation by

Due Date

I/R: No issues or risks identified at this time.

M: Owner
Name/
MM/DD/YY
Activities Next Upcoming Period: IR o
i wner
None _ Name/
M: MM/DD/YY
I/R: o
; - - At wner
Key Milestones / Dependencies (Non-SDLC) m M: Name/
MM/DD/YY
@ ©2013 Walgreen Co. All rights reserved. Confidential and proprietary information. 3
WAGMDLO00750691

HIGHLY CONFIDENTIAL




Hello Tasha and Edward,

Below is quick update on your project health along with the financial analysis for the Update Rx
Script Count Audit Issue for DEA project. The financial analysis includes the approved
budget, any approved change requests, project cost year to date, remaining budget needs, and
resulting variance.

Please review and let me know if you have any questions.

Project Name: Update Rx Script Count Audit Issue for DEA
Business: Pharmacy & Retail Operations

Business Contact: Edward Bratton

IT Project Manager: Kraig Keegan

Current Phase: Build

Project Health: Green

Financials Date Range: 05/08/2015 — 05/31/2015
Financial Analysis: Green

Project Completion Date (tentative): 06/30/2015

$20,000 $20,000 $1,638 $1,638 $18,362 $20,000 $0
il 6/5/2015
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Update Rx Script Count Audit Issue for DEA — Project Status

Week Ending 15 June 2015 Project Manager: Kraig Keegan Overall Schedule

Scope Cost
Description: Check for the weekly Rx script count file to be current. If it is not current, force the job to end and
get the current file

Financial Capital Expense Total Key Messages

Resources

PRI B . ——— o The overall status is neutral. The remains in Green status. The project is currently in Deploy Phase and is on

Actual Spend 0 4,400 4,400 track to be fully deployed by mid June.

Forecast 0 9,600 9,600

Total 0 14,000 14,000

fudget | 0 6,000 6,000 Contractor Resource Mix: Onshore: 0% Offshore: 100%

EinalReleass 04/08/2015 — 05/08/2015 - 05/26/2015 - 05/27/2015 - 06/04/2015 — 06/12/2015 — 06/19/2015 —
05/07/2015 05/25/2015 05/26/2015 06/03/2015 06/11/2015 06/18/2015 07/10/2015
Accomplishments This Period:

System Testing Completed. Critical issues / Risks + Mitigation Owner

Due Date

Documentation completed.

Move request initiated I/R: No issues or risks identified at this time.

M: Owner
Name/
MM/DD/YY
Activities Next Upcoming Period: /R o
- wner
Deploy the changes to production. Name/
M:
Warranty support MM/DD/YY
I/R: o
At wner
Key Milestones / Dependencies (Non-SDLC) m M: Name/
MM/DD/YY
PI'OIECt Closure 7/10/15 7/10/15
@ ©2013 Walgreen Co. All rights reserved. Confidential and proprietary information. 3
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Update Rx Script Count Audit Issue for DEA — Project Status

Week Ending 25 May 2015 Project Manager: Kraig Keegan Overall Schedule

Description: The weekly job calculating ceiling limits for prescription does not verify that the latest sales data Beops Sest

has been received. When this occurs, the job needs to be forced to fail and corrective actions to get the most Resources
current data need to be taken.

Financial Capital Expense Total Key Messages

PRI B s — . The overall status is trending upward. The project is in Green status due to just being started. The project is
Actual Spend OK 2K 2K currently in Requirements Phase and is on track to be fully deployed by early June.
Forecast 0K 19.8K 19.8K
Total OK 20K 20K
fargste oK OK Resource Mix: Onshore: 10% Offshore: 90%
mmm-_m
Final 4/8/15— 5/8/15— 5/26/15— 5/27/15 — 6/3/15— NA 6/5/15 — 6/8/15 —
5/7/16 5/25/15 5/26/15 6/2/15 6/4/15 6/5/15 6/25/15
-
Key Milestones Baseline Forecast Risk?
Project has been kicked off.
Project schedule has been set Functional Requirements 5/25/15 5/26/15
Resources have been assigned Technical Design 5/26/15 5/26/15 N

Business Requirements are complete Build Completed 6/2/15 6/2/16 N

Critical issues / Risks + Mitigation mm Key Decisions/Change Requests mm

None None

@ ©2013 Walgreen Co. All rights reserved. Confidential and proprietary information.
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Update Rx Script Count Audit Issue for DEA— Project Status

Week Ending 25 May 2015 Project Manager: Kraig Keegan
Task Name - |Start - |Finish - |[May24,'15 [May31,'15 [Jun7,'15 [Jun14,'15 [lun21,'15
s|T[T[s[m[w|F|[s|[T]|T]|s|[mM|[w|[F|[s]|[T]T
Project Management Mon 5/25/15 'IThu 6/25/15 S —————————
Plan/Analyze Mon 5/25/15 Mon 5/25/15
Design Tue 5/26/15 Tue 5/26/15
Build Wed 5/27/15 Tue 6/2/15
QA Wed 6/3/15 Wed 6/3/15
Transition to Run Team Thu 6/4/15  Thu 6/4/15
Deploy Fri 6/5/15 Fri 6/5/15
Warranty Mon 6/8/15 Thu 6/25/15

Key Dependencies

I I S - e

Issues and Risk Detail

@ ©2013 Walgreen Co. All rights reserved. Confidential and proprietary information. 5
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