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Attachment A 

A. Controlled Substance Order Monitorin2 System 

Background ________________________________________________________________________________________________________________________________________________________________________________________________________________ _ 

Redacted -Attorney Client Privileged 

( • -• • • -• -• • • • • • • • •-•• • • • .... ., ••' • • •' • • • •••·• ••' • • • ••• • ••• • • •' •• • • • • • • •• •• • • • • • • • ••••• '"' • • • • ••' • ••' • • • ••• • ••' • • • ••• • ••' • ••' •• • • • • • • • ••• • • • • • • • •• ••• • • • • • ••' • ••' .... ,. ' L . - - - . - · -· - ··• · •. - · - •-· - - -·· - · - •-••• - . - - - ·-..... • - ••• • ••• • • • . •· - .......... ........ - . - ...... ..... - . I 

i Redacted - Attorney Client Privileged iOrd 0£:intefe'st are 're'\li'ewed by 
'Rx "Integnty, and 1t detem1med-to be susp1c1ous,·are ·reported to-tl1eUb~, ·-·-' . · 

To prevent stores from placing controlled substance and PSE ord,~rs that,m~ 
"Tolerance Limit" and "Ceiling Limit" check is perfom1ed wjthiiflStore :.: ' 
evaluated to detem1ine if they should be flagged as "orders ofiqJrres ., 

ICIOUS, a 
eeks, orders are 
rity via the 

Controlled Substance Ordering KPI application (CSOM applic · "· 

The CSOM application is used by Rx Integrity for n1~y pt c '(\~lng1b,ut not limited to: (!)_reviewing 
and addressing controlled substance & PSE "orders of i1 · nti'fi.~,d by Store SIMS, (2) receiving and 
re~1iewing ceiling limit change requests mad.· _.e.· by field,l~_r f Y , _ 4 ,~t _(i.e. dis_trict'. store), (3) processing 
ceilmg limit o~emdes and (4) makmg c~a.i.1~~§1\tPii\t ·_.. ~ff. 'lj ,cakulatmg _ce1l!ng hm1ts for the_ stores. To 
control the actions users can perfom1 wit . ica~M:m, the ,(ll~OM apphcat1on uses Authenticator to 
manage user access. , '111ll " 

Tolerance Limit Check 
The tolerance limit check is used to prevent,,~tores r0.t~1 ordering their total allotment of a controlled substance 
or PSE item in one ord% , Sh ulg the stO~¥J~fy and mo.dify the quantity of an item ordered to exceed the 
tolerance limit, the quiqtii , '"·ed for that particular item is systematically reduced to zero and is flagged as 
an "order of interest" to''~ , , to R.x Integrity for review. 

Ceiling Limit Check ,, , . 
The purpose of the ce1 .H 'fu~~k is to address the risk of stores filling controlled substance and PSE 
prescriptions that$k-0I1Id 1:?~'B&h$iddfed excessive for the store when compared against their peer group. Data 

-~*I,1 wee'~l&X,J)ll>Integrated Forecasting System ~IFS) to calculate the ceili~g_limits include the 
, s"ctipt cotlfit,i\veekly Rx sales, and Walgreens distnbution center / ABC b1llmgs (controlled 
,E).'<t)~pe calculated, the IFS will transmit the ceiling limits to the stores (Store SIMS). 
~:\j~~t ~!t!t 

Should the s ~{e liHmpt to modify the quantity of an item ordered to exceed the "quantity available" (ceiling 
limit - 6 week§!' ccumulated receipts) , the quantity ordered for that particular item is systematically reduced 
to zero and is flagged as an "order of interest" to be reported to Rx Integrity for review. 
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Issues Related to the Controlled Substance Order Monitoring Svstem 

1. Ceiling Limit Parameter & Override Modifications 
(I) While ceiling limit parameter modifications (e.g., K value changes) made by Rx Integrity personnel are 
required to be approved by the Senior Director of Pham1aceutical Integrity prior to being entered into the 
CSOM application, system approvals do not exist nor is a subsequent review perfonned to ensure that the 
change made was approved and entered accurately. Ali;i;l\,. 

(2) In order to address changes to a store' s e:-.temal environment (e.g., a new hospital opens u;~!).y
1 

a competitor 
pham1acy in the area closes, etc.), Rx Integrity personnel have the ability to process a store/iti~ht 2Sitipg limit 
override in the CSOM application. Store/item ceiling limit overrides initiated by Pham uti~.µ In~g.r,ity 
personnel do not require pre-authorization by field level management (i.e. district, sto ' -~~,nc!ai 1<> 

r ·<,,J:h.,, -~i--· 

approval by Pharmaceutical Integrity management. In addition, no subsequent revie nnei.Viiff-er a 
change has been made to ensure tl1c accuracy and integrity of the chan · 

Note: Ceiling limit override requests initiated by the stores via ili~ CSOl\1,:,~~; · 
by field management prior to the request being passed to the ha'nuaceu~'.;'al . 
~~- ~ 

-·1, '\J:h , 1·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-···-· ... -, .. , ................................. , .... ............... ·················-·········-························· ' 
! ! 

Redacted - Attorney Client Privileged 
Recommendations 
I . Rx Integrity should submit a change re . 

to enhance the CSOM application to reqm 
implementing any K value changes. 

· ·ons ·evelopment- Business Services & Solutions 
d secondary (one-over-one) approval prior to 

2. Rx Integrity should ,sublll!t a change f¢~t\est to Applications Development - Business Services & Solutions 
to require a second~JY ( '

1 1
"·· ,,a, er-one )"ipproval for ceiling limit changes exceeding certain thresholds (e.g., 

exceed 50% of ilie c~,: , u,~) and/or iliat are created with an expiration date greater than a predefined 
number of days (e. 

Until such progra1 
all cei · 1 · n · 

.J~ made, Rx Integrity management should generate and review reporting of 
s''afid store/item ceiling limit overrides. 

,.,_ .: .onse -"-,. sha Polster, Senior Director Pharmaceutical Integrity & Pharmacovigilance 
~~{ity wi1li;ep.t _ilier business requirements and a request to have the work completed by updating ilie 

system t'o'.lg,more ''' oniafod process. Once prepared, the business case will be presented to ilie respective 
Executive ·riiyi,s t Council for spend approval . If approved, it will tl1en be provided to ilie respective IT hub 
to detem1ine ·~tt r tl1e work will be performed based on capacity . If capacity exists it will then be prioritized 
against other work. Note: Legal / regulatory enhancements are given hjgh prioritization. 

In the meantime, Rx Integrity will create reporting of selected ceiling 1 imit changes that the Rx Integrity 
Managers will review monthly. Report would be combined with the data elements required of#2 below to 
include botl1 into one report "Ceiling Limit Parameter & Override Modifications" and "Ceiling Limit Override 
Expiration Date" 
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111c fields would be: 
• Store Number 
• Item - Drug and Strength 
• Previous Ceiling/ Allocation 
• New Ceiling/ Allocation 
• % Change in Allocation 
• Current Total 6 Week Received Quantity (fncluding Open Orders) 
• Override Date 
• Expiration Date 
• Override Duration 

The report will be sent out monthly to the Rx Integrity managers for all orders that ,ex · 
thresholds. (Overrides for longer than 90 days to satisfy the "Ceiling L9i11it Over · 
overrides that increase ceiling more than 50% for the ' •Ceiling Limit Pa',• t r 

, piece, and 
• foations" 

piece) 

Estimated Completion Dates 
Report can be created by 3/31/2015 - Completed 

Creation of a business case with detem1ination on fu11ding appr 
for completion of work by 8/31/2015. '

11
l!i Algb 

( 

Copy of BSS Run 
Retail Apps Idea Forn 

licable, IT timing determination ~!* 

2. Ceiling Limit Override Expiration Date 
The expiration date a user can enter into the CSOf\lF!~pplication for a store/item ceiling limit override can be set 
to any time duration. Internal Audit (IA) observed tl1ara user was able to enter a ceiling limit change on 

.j-}\·{l'c 

l l /13/14 with an expir~fon ·&tM:r1;?f l l/l 3Z1'8. 
' ....... .., .• ,,.,,..,.,,..,. , ...... ••••••·•••-••••••••••••••• •.J!7 ·-•·•••••• itt;:·1*!\ ......... .., ....... ,,.,,.., •••••••••••• .. ••• .. •••--••·• .. •••••·••••••,.•••-••• ,,.,,.,,..•••·••• .. ••• .. ••·••••••••••·• .. • .. •••·••••-•••• •·••••••••••·••• ............... •-••••• .......................... •·•••••• ........... ..,I 

' ; 

Redacted -Attorney Client Privileged 
,11'.I''" RecQnjm'eii' , 

Rx 'fflf~_grity s ,i,., Ji1nit a change request to Applications Development - Business Services & Solutions to 
progratfi, to the' ~ SO · t;ipplication a maximum time period that can be assigned to a ceiling limit override. 

:lill1 " 
Until such p .&{cimming changes are made, Rx. Integrity management should generate and review reporting of 
the expiration ail€s entered for all ceiling limit overrides for appropriateness. 

Management's Response - Tasha Polster, Senior Director Pharmaceutical Integrity & Pharmacovigilance 
See response for issue A. l 

Estimated Completion Date 
See response for issue A. l 
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3. Access to Process Ceiling Limit Overrides 
The Authenticator group CS0 rderingKPIUser was intended to allow users view-only access to the CS0 M 
application. During IA ' s review of this group, it was identified that users assigned to this group have the 
ability to process store/item ceiling limit overrides. At the time of our review, users with tl~~i,access included 
individuals from the Asset Protection, IT, Rx Inventory, and Rx Purchasing departments. 1;\l11•i, 

,,,i!)!fh 
{-·-·-·-·-· - ·-·-·-·-· - ·-·-·-·-· - ·-·-·-·-· -·- ·-· -·-· -·- ·-· -·-· -·-·-· -·-· - ·-·-·-·-· - ·-·-·-·-· - ·-·-·-·-· -·-·-· -·-· -·- ·-· -·-· -·-·-· -·-· - ·-·-·-·-· - ·-·-·-·-· -·-·-· -·-· -·-·-· -·-· -·-·-· -·-· -·-·-· -·-•'•·. , -.i·, · 1'',,;,., • ••••••••••••••••••••••••••••••• i 

Redacted -Attorney Client Privileged 

Recommendations 
1. Rx Integrity should review those users assigned to the CS,0 rtl~ngK,, 

appropriate based on job responsibility. For any users wii~t~_CUF.lf!f;f!l n· 
users from the CS0rderingKPIUser Authenticator group until) viif:V 

· their access is 
te, remove those 

ticaf&r'g~oup is created 
(see recommendation (b) directly below). ·· 

:Iii' ·•.11 d+ 
2. Rx fotegrity should submit a change re_quest to Appli~

1
~tf"· 

to create an Authenticator group allowmg view-oi,;lv ab'c, 
') mt - Business Services & Solutions 

, M application. 

Management's Response - Tasha Polste,t,:. Illtf,!Or '.~,rmaceutical Integrity & Pharmacovigilance 
I. All users outside of Rx Integrity have 8e ed 'fi;g1p the CS0rderingKPIUser group. Steven Mills, Sr 

BA Rx Integrity and Tasha Polster, Sr Dir·. egrity'me the two team members that have access to add 
and remove users. Only users that are member~l~f Rx Integrity team wiH be allowed access. The group will 
be updated with the hiring or moving ofr~ea.m m'ettlbers outside of the Rx integrity group. 

"!il,w 
~fl]; 

2. Requirements haveilJiiee 
c. d. T d1, 
lllll mg. 0 create -~fU 
of individuals from t 
have been establ 
responsibilities 

Esti 
I. '° ?;.,. 

g 

2. 

· ,,:,, to th/Applications Development group who has requested additional 
,. \ of authorization - read-only - the estimate is $18,000. Due to the removal 

rd6~~]i~_'5if1Uscr group n~tcd above and that various authenticator groups that 
· CSON~tool which provides for specific access based on employee roles and 

,·:jt~ccss will not be requested. 
--r:[!i 

Integrity - completed 2/12/2015 

4. Access to Modify Ceiling Limit Parameters (i.e. K Values) 
Users assigned to the Authenticator group CS0rderingKPICeilingAdmin have the ability to change the ceiling 
limit parameters (i.e., K values) through the CSOM application. In reviewing the users assigned to this group, 
IA noted that 12 of the 22 users should not have been assigned to this group as they do not work in Rx 
Integrity. This included individuals from IT, Rx Inventory and Asset Protection departments. 
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Redacted - Attorney Client Privileged 

Recommendation ·" 
Rx Integrity Management should review the users assigned to Authenticator group CSOrde 
and remove those users that do not require such access. 

Management's Response - Tasha Polster, Senior Director Pharmaceutical Integri 
Al I users outside of Rx Integrity have been removed from the Authenticator group 
CSOr~eringKPICeilingAdmin on 2/12/2015. Steven Mills, Sr BA Rx Integrity ~~T 
lntegnty are the two team members that have access to add and rcmovc;~crs. Ql:HY1;µ,, 
Rx Integrity team will be allowed access. The group will be updated wi"'"· ,H. '"'' 

members from the team. 

Estimated Completion Date 
Completed 2/12/2015 

111111 
5. Access to all CSOM application Functionality 

X 

" · crs of 
f team 

Users assigned to the Authenticator group CSOrdering~ · .!I ": d . re granted access to all functionality 
within the CSOM application. This includ~~1.~*rr-SS'f~;l~roce'§s11~~ore/it~\n ceiling limit overrides, modify ceiling 
limit parameters (i.e., K value), perfom1 ta~:il'.s de'sigpate;9'1,as the)~§ponsibili ty of field level management (i.e. 
district, store), etc. In reviewing the users a:siµgneqito tht~'group, lA identified several users outside of Rx 
Integrity that were assigned to this group incltid\ll~)fndividUals from IT, Asset Protection and Rx Inventory 
departments. · 

i ·-·-·-·-·-·-·- ·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·- ·-·-·-·-·- ·-·-·-·-·-·-·-·..;·-·-·-·- ·- ·-·-·-·-·' ·-· · ·-·-·-·-·- ·-·-·-·-·-·-·-·-·- ·-·-·- ·- ·-·-·-·- ·- ·-·-·-·-·-·-·-·-·-·-·-·- ·-·-·-·- ·-·-·-·-·- ·-·-·-·- ·-·-·-·-·-·- ·- ·-·-·-·-·- · 

! 

Redacted -Attorney Client Privileged 

·-·-·-·- ·-·-·-·-·-···-·-·········-·········-·-···-···-···-·-···-···-·-·-·-···-···-·-·········-·-···-···-·-·-·-···-···-·-·-·-···-···-·-···-···-·-·········-·-···-···-···-·-···-·· 

ent d remove all users from the CSOrderingKPISuperUser group and assign the 
use ,,iP enticator groups that provide the functionality they need based on their job 

resp ::ll!!i 
Management \'€sponse - Tasha Polster, Senior Director Pharmaceutical lntegrity & Pharmacovigilance 
Al I users outsidci' of R'<. Integrity have been removed from the Authenticator group CSOrde1ingKPISuperUser on 
2/12/2015. Steven Mills, Sr BA Rx Integrity and Tasha Polster, Sr Dir Rx Integrity are the two team members 
that have access to add and remove users. 

Estimated Completion Date 
Completed 2/12/2015 
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6. Administration of User Access 
As the business owner of the CSOM application, only Rx Integrity management should be granting user 
access to certain groups for this application. In reviev,•ing those individuals that have been granted 
administrative rights to add users to the Authenticator group's CSOrderingKPISuperUser and 
CSOrderingKPICeilingAdmin (see background section of issues 6 & 7 for infonnation regarding these 
groups), IA noted there were two individuals(One from Asset Protection and one from Rx Inventory) that had 
been assigned administrative rights. Ali'1s 

t¥i-! . . . . . . . . . . . . . . ~ . . . . i 

Redacted -Attorney Client Privileged 
; 
! 

i 
H:tWtJfo-17' 

Recommendation 
Rx Integrity management should review user listings ofthose .. tha'.lflhave 
key Authenticator groups of the CSOM application and updatti:, · 

Management's Response - Tasha Polster, Senior Director P~,ir · 
Only Rx Integrity management has administrative ac~ s tq,t •,. ·, 

i:(t::i 

Estimated Completion Date 
Completed 2/ t2/20l5 

7. Rx Script Count File Validation 

ti ve access to 

,~,~ 
1~lt grity & Pharmacovigilance 

iot1groups of the CSOM application. 

No validation is perfom1ed to ensure that the wee .~,,store Rx Script Count file has been received by the IFS 
prior to calculating the ceiling limit. In the_.~vent the l~F'~' weekly file is not received, the job to calculate the 
cei ling limits will not fail b. rather the qtc,Mlata (the last successful feed) will be used to calculate the ceiling 
limit. · · 

····································································································································································1 
i 

Redacted -Attorney Client Privileged I 
; 
i 
; 

· - -~t:itm;Wr i 

, i;iji~ould be perfonned by the IFS to verify the date of the Rx script count file prior to 
'• the we ., y cSiling limits. If the file is not current, the job should fail and IT support should be 

J;lii 

In order for this change to be made, Pharmaceutical Integrity (business owner of the Controlled Substance Order 
Monitoring process) should initiate the process by submitting a request, with business requirements and 
prioritization, to IT Business Services & Solutions. 
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Management's Response - Joe Conlon, Director Business Services & Solutions 
The team will look into a file delivery check and subsequent notification The team will work with Rx Integri ty 
team on requirements and detem1ine funding. Based on whether the funding is approved by the requisite 
Executive Investment Council it will then go to the respective IT hub for a detem1ination of when the work can 
be completed. 

Estimated Completion Date Atih 
Creation of a business case with determination on funding approval and if applicable, IT timfH 
ohvork by 6/30/2015. 

COMPLETED 
Herc is the weekly status report for the Up<la1c Rx Script Count Audit Issue for DEA 

Highlights: 
• Pr~ject has been kicked off 
• Project schedule has been set. 
• Resources have been assigned. 
• Business Requirements are complete. 

• We are cuITently on track for the changes to be implemcnte 

6/22/15 Highlights: ilil;1 
• Changes to the application were successfully deplo •e(i 

~ -,:. 
Update Rx Script Fin~-;:;-~ial Update R'il~ ip~)!( u at~Jf,lX Script 

Count Audit Issue forcomrunication UpdatCount Audit I~s'a~1,treount Autfit Issue for 

7/13/2015 - Final weekly status report for the Update R~~9dpt Count Audit Issue for DEA enhancements. There have been 
no reported issues with the changes and the proj~ t is no"?cJosed. 

~ -~-·_ ·-111;1+' 
~ -:::,'Z-., 

Update Rx Script 
Count Audit Issue for 

.i4l!!il*t?blt!;iA . . 
8. Qeihng bfuJt '':l.llcula 
DurG¥t1~.~r revi~,ti;of~te,,_controlled substance monitoring process, IA noted that the W algreens employee 
involve<ll~p,,definitjg the1ftlethodology, and creating the fonnulas used in calculating the ceiling limits, had a 
Ph.D. fror11'1itbe Illiti:e\is Institute of Technology in Management Science and was versed in Management and 
Computer s 2i&iM~l!~Z~th strengths in Statistics and Forecasting. ln addition, it appears that User Acceptance 
testing was perf6

1
m1ed to verify that the ceiling limits were calculated correctly. 

However, JA was unable to detennine if the testing perfonned was adequate as no fom1al test plans were 
created nor documentation maintained to support the testing perfom1ed and conclusions reached. 

' Redacted -Attorney Client Privileged 
1 

'-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·. 
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·-·-·-·-·-·-·········-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-··· ......................................................................... . 
' ' ' ! 

Redacted -Attorney Client Privileged : 
l ! i..._, _____________________________________ , ___________________________________________________________ , ___________________________________________________________ , ___________________________________________________________ , _______________ j 

Re commendation 
User Acceptance testing should be perfonned, and appropriately documented, to ensure that the ceiling limits 
are being calculated accurately and that the regression model is working as intended. Specifically, we 

H;·h 

recommend that Rx Integrity management either contract with a third party firm, or work witJ~( , algreens IT 
and other applicable Walgreens experts (e.g., Rx Inventory, etc.), to validate that the method ;,applied and 
calculations programmed are appropriate and fi~nctioning as intended, To facilitate an audit 'IT ''\%~ih, 
recommend the related test support documentation be retamed m the Change Managen Autpmat10~.:1iool 
(CMAT). . w!ill: 

Management's Response - Tasha Polster, Senior Director Pharma<ft !;ltical w~l .. __ Hlf!D,lac~vigilance 
Rx Integrity will perform a random audit on 100 stores/items to verify thei'.~Jr- . ,,. ·mir~, are-·c.a: i:lftlated correctly, 
and work with Rx Inventory and Manager, Application Development - ~MiJ'.: · ,,di rdering to ensure 
that it is documented in the CMA T system. l1!f 

It should be noted that our ceiling limit model is independent o 
will not share their ceiling limit algorithm with their customers. · 

Estimated Completion Date 
11/30/2015 

•iff.T 

""I ,11 ii 

Meeting Scheduled on 4/14/2015 with bus w process and results documentation 

B. Controlled Substance O rders Re· ected b er en ABC 

Background .,, . 
Stores submit their Rx 9,f,pe~:i., inc,luding qtd6'rs_ for controlled substances, _to !'-BC,_~a~greens primary -·--·--·-·--·--·-, 
pharmaceutical distnbul,r. : Redacted - Attorney Client Privileged : 

. ·-·-·-···-·-·-·-·-·-·-·-·-·--·-·-·-·-·-·-·-·-· ,j i ·-·-' . 

Redacted -Attorney Client Privileged 
: t(TT' ···-- ·. - l 

ABC has a syst~ni;!in pla_. . ders that exceed set thresholds, and on a bi-weekly basis, provides 
Wa lgJ~!J~ · A·+, ort ~~! ls this activity on a drug family basis, Note: A drug family is more specific 
than'.!dru.g d · · mulah' , epressant, opiate, and hallucinogen) in that all drugs in a drug fam ily affect the 
bod/f1

'. simila ·:.,... ,J _through means of similar chemical structure. 
·in+ ',Uf 

'foli Issue ,Wk 
A process doe )~~texist to review and analyze the bi -weekly reporting provided by ABC to determine why drug 
orders are being rejected. Based on a revie,,, of reports sent by ABC from the period of7/l l/14- 10/9/14, 
approximately 1,850 orders were rejected per week. 

1"'·- ·-·-·-·-·- ·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·- ·-·-·-·-·- ·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·1 ' . 
i 
i 
i Redacted -Attorney Client Privileged 
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i ! 

Redacted -Attorney Client Privileged 
i 
i 
i 

L ....................................................................................................................................................................................................................................................................................................... ! 

Recommendation 
Implement a process to review and analyze the bi-weekly ABC report with the intent of determining why orders that 

itfh 
are deemed acceptable by Walgreens are being rejected. '\l!i, 

This process should also include the creat ion of a report for Rx Integrity management that pr'. , jgsight into the 
number of orders being rejected by ABC, the number of orders researched by the Rx lntegrityl~ep '•

1
:'.~nt, 

conclusions reached based on the research pcrfom1ed, and any follow-up or remediati / lib ' '+I , · !\laased on 

the results of the analysis. Aili" ' '> • 
i. -·-·-· .................................................. - ........................................................................................................... .......... .......... ..... .. ....... ~ u, ................ ftt ,Jth . t~; , ......... , ................. ~:; ~ .• ·-·-·· ·-·· ·-. -·-. - ·· ·-·. ·-. - · · ·-· · ·-· -1 
; 
; 
; Redacted -Attorney Client Privileged 
' ''!Th. , '111+, '<ib, 4q, , 

Management's Resp_ons_e - Tasha Polster, Senior Director p ~~~ jl· 1r,~grity ''Litf>harmacovigilance 
A weekly Order Mon1tonng Program (OMP) threshold report 1 , ABC as a reference when a store 
calls asking why they are not receiving product. ilil;i 

For C2 Drugs: Rx Integrity ·will create a daily job tha ';\1~1; ormation we get from EDI (the CSOS 
system) and which ~~ill pr?vide notificatio will n~~l;i,eceive an ordereddrng as it hit ABC's OMP 
d1reshold. Rx lntegnty will then detemrn\:;,. ,:.. J grug f'io~p that store has hit ABC's OMP d1reshold for 
d1e third time. Note: ABC will not considef'~ , insteasei'f~,r,a drug for a store until it has hit their OMP 
threshold three times. If it has hit the thresh~1d;~~ti'.~ third tfnl.e, R" Integrity will provide an in depth 
questionnaire to the store to fill out to obtain morel nformation on the drug being ordered. Once the 
questionnaire is received back, Rx lntegrity_,~alystJl~ ~l review the responses from the stores, in addition to 
looking at store specifis,gre~5

1
~~X~ data, ~~~~ tren~s, etc., to ensure a request_to ~C for an ~crease is . . 

warranted. Ifwe deem;tl)at ·, · est for mcrease 1s not warranted, Rx lntegnty will make aq1ustments w1thm 
the system to prevent ord$i; , 9ing to ABC that may trigger their OMP threshold. 

We will start with C~}l.mgs. i;;e w .aJ~\:n this process works this will be expanded to all C3-C5 drugs and 
PSE. l fos proccs~ ,4~li 're~~p~ . ~l.ftsk of future rejections by ABC due to orders potentially hitting their ceiling 

Jt needs ( ' · e higJ1µ'glit~ dial ABC does not reveal their ceiling limits, and we do not know what orders 
; • to the'lb,EAljfi(I!, 
(V~. 

1+tm:!1P 
Est p ates 
CZ 1 '0/2015, C3-C5 and PSE implementation - 12/31/2015 

COMPLE D 
CSO KPI Reporting \Vebpagc is functional. Updates will be made to allow for better reporting when specific fom1s are 
needed. ABC OMP report has been tested and functional. Screen shots below 
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IYalii PO~'# Sh\f$# 
~ ~\ 

2015-05-20 31702109 3538 

2015.05-20 31702109 3538 

2015-05-20 31702170 4163 

2015-05-20 31702179 4216 

2015.05-20 31702232 4i.i31 

.2015,05-20 31702254 4835 

2015-05-20 31702236 5171 

.2015-05•20 31702333 5560 

2015-05-20 31702361 5761 

2015-05-20 3:17024es 6790 

OMPRepart 

Movement fiistnrJ 

lt~m QWhWfy 6 Week ().OalttitY 
MORPHINE SULFATE 15 MG ER TAB 100 7 1,900 

MORPHil~E SULFA TE 60 MG ER T ,l,B J 00 2 2,000 

lv\011'.N 50 MG CA~ c{! l U Q 
MORPHINE SULFA TE 100 MG ER TAB 1 00 1 600 
MORPHINE SULFA TE 15-MG ER TAB 100 1 1,900 

MO RP HIME SULFA TE 20 HG ER CAP 60 1 450 

MORPHINE SLILFATE 3Q MG TAS LOO l 100 

Ragged family 

Mcr~hine Solid 

Oxycodone Solid 

Hydrocodone So!kt 

Hydrocodct>e Sol<d 

HydrocQdone ScJ,d 

Hydroc~dcne .Solid 

Hydrocooor.e Solid 

ttrdrocoaone Solid 

Amphetamine Solid 

?J1iphetamine Solid 

Override F-0m1 

WAG€~ O\leiti® Oat$ 

i_i:8 20 

5,428 

476 
l,425 
l;SW 

521 

2.,072 

Attachment A 

Siii!Ul> 

Order Identified 

Order klenlified 

Order ldsntffied 

O«ler Identified 

Ordar Identified 

Oeder ldenlified 

O«ler ldeniified 

01der Identified 

Order Identified 

Omer ldenii!ied 

2Dl ~-)-05-! :\ .Ox.;;.~-::-~~ S:6iit'! 

2D l s-o-~-2~ f/o<,c:"'J~E f:>t:l;J 
2f:'l 5~04~08. tliQ-."T,;~':1fi S;.1;:1v 
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1·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-· . 
. ' ; 

; 

Redacted -Attorney Client Privileged 

' i ! 
i - ·-·- ·-·-·-·-·- ·-·-·-·-·- ·-·-·-·-·- ·-·-·-·-·- ·- ·-·-·-·- ·-·-·-·-·- ·-·-·-·-·- ·-·- ·-·-·- ·-·-·-·-·- ·- ·-·-·-·- ·-·-·-·-·- ·-·-·-·-·- ·-·-·-·-·- ·-·- ·-·-·- ·-·-·-·-·- ·-·-·-·-·- ·-·-·-·-·- ·-·-·-·-·- ·-·-·-·-·- ·-·-·-·-·- ·-·-·-·-·- ·-·-·-·-·- ·-·-·-·-·- ·-·-·-·-·- ·-' 

CONFIDENTIAL - PROTECTED BY TI-IE ATTORNEY-CLIENT AND WORK PRODUCT PRIVILEGES 
DO NOT PRINT, COPY, DISCUSS OR DISTRIBUTE IN ANY FORNI 

11 

HIGHLY CONFIDENTIAL 
WAGMDL00750677 



P-20804 _ 00012

Attachment A 

Recommendations 
I. To provide a reasonable level of assurance that the pharmacies across the chain are complying ·with 

documentation and retention requirements for controlled substance prescriptions, a formal monitoring program 
should be implemented. Due to the large number of\Valgreens stores, the monitoring program should be based 
on a sampling methodology that balances the cost of implementing such a progran1 against the potential cost on 
non-compliance. In addition, the program needs to include a mechanism by which the results are aggregated 
and reported to applicable management who has the authoritv to detennine and direct ne;cessary corrective 

. -' itl¾h, 
actions. '1(1,. 

2 . Until such a progran1 is implemented, Rx Integrity management should: 

a. Review the Compliance Checklist questions to detem1ine if any changes 
compliance with the DEA Settlement. 

b. Request that the Compliance department provide the results of 
the compliance rate is not 100% for those questions pertaining t 
should be implemented to follow-up with applicable -~tofes1to un 
remediate accordingly. 

Where 

Management's Response - Tasha Polster, Senior Director P~{lr · ;~,a n grity & Pharmacovigilance 
I . Rx Integrity management will meet with Asset P~gtectjgn So1µtio · SJ, group management (Tim 

Gorm~) to detem1ine wh.ether loss preven~ion perso~ ,~l!~\il \~:~'i l ·cw1 be utilized in perfom1ing audit 
activ1t1es on a sample basis and then reportmg thq$y res'.!J},ts tol Jntegnty for review and follow-up. In the 
event that A~S is unable to facilitate o; i nt m6niifwin .. quest,.we will hold ~iscussions with the 
Chief Compliance Officer and the Pr . . ru1cf\ ¥ ta1l Operations to determme what type of 
independent monitoring can be put in p .",, it i gtennined if the new Store Walk program under 
development is implemented and can be ult as an effective monitoring control (see note below on Store 
Walk Program). 

2. Rx Integrity will alsp ensµre Jhat the qii6stions on the Compliance Checklist are in compliance with the 
controlled substanf ;ktic'i ~tittg and prescription logbook requirements in the Settlement Agreement and 
request. The Compll~.ce;a~\agment to provide results to R-x Integrity for follow-up. 

Note: Rx Integrity is .91,1, 
addition to the Com~Ba11 
Di strict Managedo riuo 

iL 
r ngEµiith Store Operations to incorporate checks on the Store Walks in 

1e Store Walk is to create an alert when a store is not in compliance for the 

· 1 decisions made on an independent monitoring program by - 4/30/2015. 

2. klists updated and a process implemented for receipt of infonuation by - 5/31/2015 

Reason for reqt 1 date change: Asset Protection is working on their market aljgnments that correspond lo the 
field transformation that is happening in the markets. Rx Integrity and Asset Protection will work to put together a 
BCI (Business Control Initiative) that will include the Asset Protection managers looking for compliance of record 
keeping around controlled substances and the following of the Good Faith Dispensing Policy. 

New date: 8/31/15 

What if anything has been done to date? We have met with Tim Gonuan to get approval to work with AP to begin 

the BCI plan-L. ........................... .................. Redacted.- Attorney c .lient. Privileged ............... ···-················· ........... .i 
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i---- ·-··-:fhe AP managers in the field will begin their store visits focused on this BCI in June and report back to 
'Rx Integrity their findings. 

D. Target Drug Good Faith Dispensing Policy 

Background 
Walgreens has implemented a Target Dmg Good Faith Dispensing policy for the Phannacii$, to follow and a Target 
Drug Good Faith Dispensing checklist for the Pharmacists to complete when certain controll8~,;pubstance 
prescriptions (i.e. oxycodone, hydromorphonc, methadone, and other district-specific contro stances) arc 
dispensed. The Target Drug Good Faith Dispensing checklist was created to aid Pham1acist$dJ1 
whether a prescription for certain drugs have been written for a legitimate medical pur \l;ii 

Issue 
Based on discussions with Store Operations management, District Managi::rs (D 
(R,xS) are expected to perfom1 store walks of each store in their district '+' · 

specific questions are asked during these store walks pertaining t9. the T~rg 
no corporate reporting is generated to summa1ize the results on'f the vis~ 
audit reporting vehicle. 

a,t~ Supervisors 
•\!4'5 days. While 
Dispensing policy, 
ot established as an 

Based on discussions held with the Compliance and Pham1acy · 
perfom1ed outside of the Store Walk program to detetjpine,,}J'.?e 
requirements set forth by the Target Drug Good Faith D' ·--·' ·;;i , ,,,, 

" s, there is no monitoring 
+iSts across the chain are adhering to the 

jif:h ~~tt!fo:i;!Hh, 
'·-·- ·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-············ ·· .. ............ ............ ·• ., . , . ........................................................ , • .•.•.•.•.•.•.•.•.•.•.•.•.•.•.•.•.•.•.• . ! 

Redacted - Attorney Client Privileged ; 
; 

<':-'"' , ···················~······-························-···-·······-·-···-···-·····-·······-·-···············-·····-···-·········-···-·-·-· i 
Re commendations 
A monitoring program, and related procedt\E~s, shou ~J):,e created to provide an adequate level of assurance that 
Pharmacists across the . · re adherin~;fcfthe requirements set forth in the Target Drug Good Faith Dispensing 
policy. · · 

Possible options to facili 
1. Work with Commun· . 

<Ff,:_s-,-'Y<-::r t~ 

a formal repo1Jing· me· - ' 
part of the md,nitorin 

\~}\ 1n~ti:1tor the'I 

h~ 
i~~,R~onitoring include: 

., @emeftt.'leadership to leverage the existing Store Walk program in place and build 
· fi~l};yhereby the results of those walks are provided to applicable management. As 

1::iroles and responsibilities should be defined within the Pham1acy Services as to 
k results. 

2. \ ,,,:~ with "" ce department leadership to (1) enhance the Compliance Checklist to include specific 
questl,Ql).S pertaji;i.ing o adherence with the Target Drug Good Faith Dispensing policy and the Target Drug Good 
Faith Di~pf n ·.hi'i checklist and (2) for the Compliance department to provide those results to applicable 
manageni:~tr s part of the monitoring program, roles, and responsibilities should be defined within Pharmacy 
Services as to who will monitor the Compliance Checklist results for issues. 

3. Implement an independent monitoring program within Pharmacy Services to perform periodic reviews, on 
a sample basis, to identify and remediate non-compliance. 
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Management's Response - Rex Swords, Vice President, Pharmacy/Retail Operations and Planning 
1. As noted within the management response for Finding C, Rx Integrity management will meet with Asset 

Protection Solutions (APS) group management (Tim Goonan) to determine whether loss prevention 
personnel in the field could be utilized in perfom1ing audit activities on a sample basis i,~

1
,the stores and then 

reporting those results to Rx Integrity for review. In the event that APS is unable to facilifa~e our 
independent monitoring request. we will hold discussions with the Chief Compliance Offi~~ti:and the 
President, Pham,acy and Retail ·operations to detennine what type of independent monit~~-~g'~aQ be put in 
place until it is detennined that the new Store Walk program under development is · lel~~nted can be 
utilized as an effective monitoring control (see note below on Store Walk Progran 

2. R.,x Integrity will work with Compliance Department leadership to(;!,) cnlm ' 
include specific question~ pert~ining _to adhere~ce with the Target Dffi&i?o 
the Target Drug Good Faith D1spens111g checklist and (2) for the CorgPih · 
results to Rx Integrity for follow-up. 11W' 

Note: Rx Integrity is currently working with Store Operations t 
addition to the Compliance Audit. The Store Walk is to create ' 
District Manager to follow up on. ilil;i 

Estimated Completion Dates 
J. Discussions held with decisions made g program by - 4/30/15. 

.c ecklist to 
'i/ig policy ai1d 
provide those 

2. Compliance checklists updated ai1d a pr<\ ,., . ., I e.jl,tfd for receipt of infom1ation by - 5/31/15 
:;:fa(~, .iihW *iff:h 

Reason for request in date change: Asset Protection·is!3~orking on their market alignments that correspond to the 
field transformation that is happening in the markets. tegrity and Asset Protection will work to put together a 
BCI (Business Control Initiative) that will include the Asse 1Protection managers looking for compliance of record 
keeping around controlled .sub nces and the,,f6llowing of the Good Faith Dispensing Policy . 

. ' \J< 

New date: 8/31/15 

What if anyth.illg has been 
,the BCI P~l.t_ ___ __ ___ ~ __ ,-·-·--
i -:.~~==J the AP man~~efsi~ 
'Kx fntcgnty their findings. 

___ ) ,Wehavemet_with Tim_Gorman to get_apµrova l to_work with AP_to be_gin _____ _ 
Redacted - Attorney Client Privileged i 

· will'begin their store visits focused on U1is BCI in June and report back to 
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E. Monitoring of Good Faith Dispensing Training Complet ion 

,Ba.r.k2rou n d .................................................................................................................................................................................................................. , 
: Redacted -Attorney Client Privileged i 
\----·-·-·-·-·-·---·-·-·-·-----·-·-·---r.:--·-·-·-·---·-·-·-·-----·-·-·-·-·-·-·-·-·-·-·---·-·-·-·---·-·-·-·-·-·---·-·-·-·-----·-·-·-·-·-·-·-·-·-·-·---·-·-·-·-------·-·-·-·-----·-·-·-----·-·-·-·-·-·-·-·-·-·-·---·-·-·-·-·-·---·-·-·-·-----·-·-J 
j ..... ct .. ••ttom.,011.m•""'_, :Walgreens has created two People Plus Leaming based trainings for phannacy personnel to take; 
0

sp·eci1ically·tue·uood Faith Dispensing Training and a separate acknowledgement of having read and understood the 
Good Faith Dispensing policy. Training completion can be tracked via the Key Perfom1ai1q~ Indicator (KPD metrics 
available via StoreNet and it is store management' s responsibility to ensure all training is tak~p, as required. 

Issue: 
Based on a detailed review of the training data pertaining to 2013 and CY2014, IA i · Jng: 

llqh, 
• 20 I 3 Training - IA noted that approximately I 80 active employees, at the t~1111 

2014), had not completed the Good Faith Dispensing training . that s,esvi~I 
had not completed the Good Faith Dispensing Policy Acknowle · el~! 
throughout the year to a multitude of positions ,,,rithin the stores, · ,d,! 

were given one month to complete the training once assighed. 

,, 
'l:ptember 

., employees 
'' assigned 
sonnel. Employees 

• 2014 Training - IA noted, at the time of our testing (N 
completed the Good Faith Dispensing training that w 

;fr,,njf ·, 00 employees had not 
'Jy1(ktober and was required to be 

completed by November 71
\ 2014. . ilil;i 

. ·- · - --·----- ----· - ---- ·--- ·----- ---- ·----- -- --·--- ·- · - ------·- · - --· - ---- --------·- ·--- ------ ---- ·----- -- --·--- ·- · - -- ·1:. 1t!tl1f\~jh ·---· ·------·-------·-·---·-----·---·-----·---·---·-----·---·-----·---·-·-------·-·---·-----

Redacted - Attorney Client Privileged 

Re commendation 

L ...... ~~-~~.~-!~.<:!.-::-.~.t!~~a:'.l:Y.~.1~~.~! .. ~!~Y.i!~g-~.<:! ....... ~~~!:1.t!~-~~~-1_r:.1~9nitoring process should be implemented[~~~~~::J 
L_············:················~~.~.~~.!~~ •. :.!,1t~,~,~~Y...~~~~~.t .. ~!~.~!.1.E:~.~.~ ..... 7 ......... 7 .•.•.•.•••.•.•. J This could be facilitated by Rx Integrity 
requesting a r~port froll!)l~al~ri,t~s Human Resources to identify employees who have not yet completed the 
reqmred trammg and the~;worl<in1}1~v1th Store Operations management to commurucate non-compliance and 
reinforce the training re ent., itsjmportance. 

Management's Respon ·'~,,Polster, Senior Director Pharmaceutical Integrity & Pharmacovigilance 
Rx Integrity tearrl~vili w " ' LMS to get a report quarterly that shows noncompliance ai1d then w ill work 
,~~th !h~,P&H,N:1(1J1~9~tion t<t~!,n ,; ~'luelp drive execution down to store level by distributing reports down to store 
leveJ;:~f'indivf · '1 

• ·. t havt'!ln<.it completed the training. Rx Integrity w ill request reports quarterly to ensure 
new f{~~:,!rainin .,

1
~leted on time and will follow up through the communication team to ensure 

comp It a11 .:lil!i ,,,, 

Estimated C "d1€tion Date ':i:;~,, 
Complete 3/3 li2b l 5 
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F. Reportin2 Suspicious PSE O rders to the DEA 

_Background ___________________________________________________________________________________________________________________________________________________________________________________________________________________ _ 

Redacted - Attorney Client Privileged 

To facilitate compliance, the CSOM application is programmed to auto-generate an em · o ii(i.st~ . equesting 
infonnation regarding "orders of interest" . TI1e stores have two business days in whic }Jii~0,_ ,1;10 1fesponse is 
received within two ~ays, the CSOM _application will_g!ve Ib: Integrity 2~ hours !Pl e . ¥~t;ilft'd m~l-ie1t1t'e order as 
"Response Received' (1.e. order cons1dcred non-susp1e1ous). The folio~ - ng dar;Mt H¢:,CS1

~~ ap at1on will send 
the orders in "Denied" status to the Rx Integrity mailbox for final revie~,. rd "'· e th~ emed to be 
suspicious (PSE only) are then faxed electronically by R..-x Integrity to theJ} · 

, ·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-· <i*lAi_,_,_, ___ , -r:p;},l 

Redacted -Attorney Client Privileged 

. , > - · - ·-· - · - · - · ,q . -·-·-·-·- ·-·-·-·-·- ·-·-·-·-·- ·-·- ·-·-·- ·-·- ·-·-·- · -·-·-·-·-· -·-· -·-·- ·-·-·-·-·- ·-·- ·-·-·- ·-·- ·-·-·- ·-·-·-· 

Recommendation 
A repo1t should be created and monitored ~¥, Rx Integj.ty management to ensure that "orders of interest" a re being 
evaluated and, if necess,¥)', rrpo;;ted as s~t~picious to the DEA within required timeframes. Once a report has been 
created, a process sboulst

1
be i;, , .. , .' ~mented 'to review it on a daily basis to ensure compliance. 

"11 ·,lb 
,.Management's Respons , ·-·-·-·-·-·3 'Qlst~r, Senior Director_ Pharmaceutical _Integrity_ & _Pharmacovigilance -·-·, 

Redacted - Attorney Client Privileged ! ; 

i · ·i\1/algreens no fong~r· 
0

Tc/PSE To be ftpib to e 
inte · · '1' + u 

ntroTied substances out of its chstribut1on-centers. Tfi.is response 1s specific _____ , 
d efficiently monitor that Business Analysts are reviewing "orders of 

'frames as outlined by the Settlement Agreement when stores respond to the 
autq ents will need to be made to the CSOM tool to create a report. 

to er business requirements. Once prepared, the business case will be presented to the 
Investment Council for spend approval. If approved, it will then be provided to the 

respective IT determine whether the work will be performed based on capacity and if capacity exists 
when it will be done based on other priorities. 

Estimated Completion Date 
Creation of a business case with determination on funding approval and if applicable, IT timing detennination 
for completion of work by 6/30/2015. 
Complete 
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Per the request of Internal Audit, Rx Integrity is responsible for c reating an automated process can send 
"Suspicious Orders" to the stores local DEA office. Upon further investigating, i t was determined by Rx 
Integrity that an ,mtomated process could not be perfom1ed as these automated faxes would be generated by an 
internal server and Rx Integrity cannot verify if the faxes made it successfully. [t has been the recommendation 
of Rx Integrity to continue to manually send the --suspicious Orders" to the local DEA office in order to 
continue to have better accessibility of when faxes are successful. In order to comply with the internal audit and 
ensure orders are being submitted in a timely fashion, Rx Integrity created a dedicated \.VebJ?ii\ge within the Rx 
Integrity web-portal for accountability. Rx Integrity to review this page once daily and ·'markl;faRlllPlete" all 
DEA faxes. The responsibilitv solelv falls on Rx Integrity to review and confirm on the webp.<lg~:that a ll o rders 
were successfully submitted . ix In!~grity is responsible for reviewing and sending all faxes"i6 r·!{t ltJfiA within 
the designated timeframe. If any "Suspicious Orders'' are not sent within the window, t '~J', 
managers will review and follow-up with the team members responsible. w,b 

CSOKPI Order Reporting 

i/2"5,12015 Of.l< NEV/ EtlGLAHO DWISION 

5/ 2.5,1201 S o::.; SACRAMEMTO DISTRICT OFFICE Fax (9 16i 480-7248 E~Drn\ ! Vl'lW 

i/ 25/ 2015 OEA SAN RlMlClSCO DMS'lOl'l Fax (415) 436,7E10 

6/ 3/ 2015 DEA ATI.ANT;. DIVISIOM (4G4) 893-7095 

6i,3/2015 l 0£~ COLUMBL"-: DISTRICT OFHCE Fax (Sffi) 253-3163 

6/ 3/ 2015 CEA F-T LAUDE'RDALE DISTRICT OFFICE 

6j3J20l;i 1 OIA NEW JElliSEY O!V)SJON fa,,; (-.7'.ll 776-11~ 

6! 3./2015 OE~, NE\N YORK DIVISIOi, Fax (212) 337·Z672 

6/4/2015 DEA MEP..Rll.l \/ILLE RESIDENT omcE (219) 63.l -7022 ~ :pi::t-t 

6/4 / 2015 DEA MILWAUKEE DISTPJCT OFFICE Fax (414) 727-5454 

6/4 /2015 Of.A HEW YORK D!VJSlOrl Fax (ZU) 33/'-2671. ~'#;~<': 

]i!~;. 

G. Res >onclin to oEf/1 oiled Substance Di.,; >cnsin Lo s 
'I" 

111;!> '; 

0

_ Background_ .. :i1«1i: _____ -·-·- -·-·-·-·- ·. 
; 

Redacted - Attorney Client Privileged 
; 

L-·-·-·-·-·-·-·-·-· " ,!;4i ; 
Issue 
In testing a rat sample of 15 DEA requests from the period January 2014 - June 2014, IA identified that one of 
the requests had no evidence of information being provided to the DEA. Additionally, there were three requests for 
infonnation provided to the DEA beyond the two day business requirement (responses were provided 6, 11, and 34 
day s after the request date). 

~--·-··-·--·-----·-··--Redacte_d _ - __ Attorney_ C_lie_nt __ P rivi leged ____ ·- ···-·-···-·-··- j 
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,- ·-•-·•-·-·-·-•-·•-·-·-·-·-·-·-·-•·-•-·-·-•-•·-•-·-·-·- ··••·••·· ·-·-•-·•-·-·-·-•-·•-·-•-•·-•-·-·-•-•·-•-·-·-•-•·-•-·-·-·-··••·••···-·-•-·•-·-·-·-·-·-·-·-•·-•-·-·-•-··-•-·-·-·-·-•-·•-·-·-···•·••···-·-•-·•-·-·-·-·-·-·-•-··-•-·-·-·-•·-•-·-·-·-···•·••···-··•··••··1 
! ! Redacted - Attorney Client Privileged 
j••••• • • • ••••••• • •• • • ••••• • •• •••••• •••• •••••• •••• ••• • ••• • • • ••••••• • • • • • ••••• • • • • • •••••••• •••••• •••• ••••••• • • • ••• • ••• • • • ••••••• • • • •••••••••• •••••• •••• •••••••••• ••••••• • • • •••••••••• •••••••••• •••••••••••••••• •••••••••••••• ••••••• • • • ••••••• • • • • I 

Recommendation 
At the time of our audit testing procedures (June 2014), Rx Integrity had just implemented a process, which utilizes 
an Access Database, to manage DEA requests. The process implemented requires each DEA request, upon receipt, 
to be logged into the Access Database and assigned to an Rx Integrity Business Analyst. Tiie Access Database is 
used to maintain all relevant information (e.g. stah1s of request, assigned date of completio~:li~ • .) regarding the 
request. 

As an enhancement to this process, Internal Audit recommends: i'IWk. 

I . Due to d1e short timeframe in which DEA requests are to be generally responded t0:' t{{f, " 
should be generated from the infonnation contained within the Access Datab iitstan 
requests. This report should be used by Rx Integrity management t :. onito,ti t 
requests in accordance with the Settlement Agreement. 

2. Rx Integrity should ensure a mechanism exists to eviden 
the date of the response. 

Management's Response - Tasha Polster, Senior Director P '· c.a n grity & Pharmacovigilance 
+•: 

I . Rx Integrity will look into developing an automa~ ,d re 
cost of implementing the automated report, funding ~!il 
be implemented or if not, the weekly report refer · d 

ates are missed. Depending on the 
IT 'a$.sistance required, the report will then 

)ll;be c~ntinued to be used. 

·•*IP11" 
':qtfl, 

. . ;!T!1 ·h '"Fi-
2. In the meantime, a "veekly report 1s betAg gen~ ;!~~r Rx tjf,fgrity Managers to review. TI1e Rx Integrity 

fodi,11,requests that come in. As a best practice, the analysts are in the system daily and log''l1~te · 
analysts communicate ,vith the agents upo 
include the date the request was received but 
fax, email, etc.). 

pt of elich request. This report will be updated to not only 
include the date the DEA was responded to and how (e.g., 

Estimated Completio~ !f>a 
1. Decision on automai~d y b,,eing approved for implementation by 6/30/2015 -

2. 

Upon further invesli 
would be cost prohi 
generate these rep 

:~ ~: 

m1incd by Rx Integrity that an automated process would not be feasible as it 
i~flirc substantial resources/funding from IT. We will continue to manually 

;e "ly and sent to the R'\. Integrity managers. (Example report below) Report includes date 
. the date the DEA was responded t.o and by what means (fax, email, etc.) 
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r,'J,:¼11~ N»,«.:.,i~J 
•P--W<lSNI! 

?::-exriber ~ vr.~r~.t:x.t>a:n:~ ~r.o12c15 4/.3GltOJ.5 ~}30/1$ ~!:!:«~v..nt,,i:ae-r..13~ ~-ti~, 
SU!~,~ O, f~t,~~ Hx¥4'.:I ~ sS'hffly 

-!Zic'i~J~R-",t~~; ~~~~ti~ 1/?.Qllr::J.~ ~/i.tii)lf.~ i/00/10-;l'i R-..."M~~Hn~-..'i;Af:,M,-~ &'bfffl 

Orl$t"(e!!~t~ C':l.~V:f<~...w~t fJr,, ('~p~\~1,1 
p~~~ 

C>rigi,:;.1! HardCc:f.y ~~;,,::s-~t, NMJ:da~pa 
?:,;,ti,gr.t R.i>.:~ li.t:-~'¼~t' 

=?.iti-21:t K:2e&dsf"~ :(;;..ibel.ru.~ 

M'><!kris 

Mar;.. 
v ~h"i:1a. 

~~-~,.~ 
O;;~ 
\.~t_itl!ff<! 

0 :1:ey 
'¥'.it~h:iit 

Team is currently \\'Orking to develop (in I, 

H. Pharmacy Manager Bonus Calculation 

Background -<,h · 
Per the requirements o{,!he S(l~lement Ag/~ement, "Beginning in 2014, Walgreens will exclude any accounting for 
controlled substance pr~i~ri ''h.: 'dispensed by a particular pharmacy from bonus computations for Pharmacists and 
Pham1acy Technicians atlt!1: ___ . , -, acy". Note: Based on the bonus metrics in place for FY14, this requirement 

W''.l'.l -.:t:ifl 
only had an impact on '· ,.. '' M~gyi; bonus calculations. 

1 !4THFW 

One of the me ""'· 
1
t~1ii the Pharmacy Manager bonus that includes controlled substances is the 

"Av · 
90 

c:~~tf'''inetric._ In order to remove controlled substance script fills from the "Average 
· ·· t11e followmg occurs: 

t~t;R,"' prescription information is eA1racted from the Enterprise Data Warehouse (EDW) and 
o the Pharmacy Strategic Analytics Server, housed at the Central Processing Office in Orlando. 

• y basis, the Results department runs a query against the Pharmacy Strategic Analytics server to 
create xcel spreadsheet summary, by store, of the total controlled substance prescriptions sold during 
the month. 

• The monthly data is combined ,vith the previous month ' s data in order to create a fiscal year-to-date total. 
After fiscal year-end, when the bonuses are calculated, the total controlled substance prescription total is 
subtracted from the "Average 90-day Adjusted Script" metric. 

Issue 
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To determine if all controlled substance prescriptions are being captured by the Results department and properly 
extracted from the "Average 90-day Adjusted Script" metric, IA independently obtained controlled substance 
prescription information from the EDW and compared it to the data contained in the bonus system. Specifically, IA 
reconciled the total number of controlled substance prescriptions filled for the first three quarters of fiscal year 2014 
(September l , 2013 - May 31, 2014), per EDW, against the data contained in the Results department bonus system. 
Based on that reconciliation, approximately 1,700 controlled substance prescriptions (.002% of total controlled 
substances prescriptions filled) were not captured by the Results department and tl1erefore '1Rt excluded from the 
"Average 90-day Adjusted Scripts" bonus metric. l;\l;,

1
,
1
, 

''i' -•-•-•-•-•••-•-•-•-•••-•-•-•••-•-•••••••••-•••••••••-•-•••••••-•••-•-•-•-•••-•-•-•-•••••••-•-•••••••••-•••••••••-•-•-•-•-•-•-•-•-•-•-•-•-•-•-•- •-•••••-•-•-•-•••-•-•••••-•-•-•-•-•-•••-•-•-•-• , .• A:t,1)~,,, ___ •••••••-•••••••••-•-•••••••-•••-•-•••• 

Redacted -Attorney Client Privileged 

'·-···-·····-······························································································· -r:m ··················· .•.•. ·•l-:-i;···········-·········-····························· .. ·•·•·•· .. ·•·•·•·•·•·•·•·•·•·•· 
Recommendation 
The query used to extract the total controlled substan · 
Analytics server to the EDW production en · 
complete and secure, the queries used are1: 
consider any changes are made to the ED 

,:. , 4ta should be moved from the Strategic 
dJl~;i,soJtHi will ensure that the data used by the query is 
chari~\ 1,management process, and the extract query will 

Management's Response - Kyle Nelsen, Direct · ~il~esults 
We will explore the ability to get a regularl~,.schedul~ ,monthly feed directly from EDW in the same format we 
cunently receive. If it has been determineJ;lthat EDW can provide the requested data and a sample file has been 

Provided to verify the iff¥om1~+i.tli1 provid6d will facilitate the bonus calculation process, Results will work with ·_i~t i~~-iti 
EDW to move the queri►'{r . ,,-, 1 ~;~,trat.egic Analytics server to the EDW production environment. 

Estimated Completion:,,, 
<1fi 'i.'-'y'Y< 

Dctennination of fcasibili 
' ,\ft ·t· 

tl1e query will beimoved r 

I . 

1/SJ/2015. If it is determined that the infonnation can be provided as needed, 
o'Vt production environment prior to 8/31/2015 
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I. Stickerless Prescription Procedure on StoreNet 

Background 

Attachment A 

Prior to the Settlement Agreement, Walgreens affixed a sticker, auto-generated from Intercom Plus, on CIII-CV 
controlled substance paper prescriptions in certain states based on state law. This sticker contains: (1) a serial 
number unique to each prescription; (2) the prescriber's name, address, telephone number, and DEA registration 
number; (3) the patient's name, address, and telephone number; (4) the prescription issue date; (5) the drug and 

•+h 
quantity dispensed; and (6) the fill date. '\l!i, 

Per the Settlement Agreement, "Walgreens phannacies are to affix such a sticker to all pape . ... )led substa nce 
prescriptions in each state, regardless of the requirements of sta.te law" and "Walgreens · l 11i~tairi1~!'paper file of 
such prescriptions organized chronologically by fill date." To notify the store locatio ! 'at i!Hew 
requirement, Pham1acy Services sent out a COMPASS communication in June of QI 
Stickerless Procedures". 

Issues 
1. The Stickerless Prescriptions procedure, located on Store,Net]1poes n . • 

,;d, .,.,. 

to follow this procedure regardless of state requirements.'''!l11~tea 
prescriptions will be stickered, filed, and handled according''tfr 

2. In reviewing the COMPASS communication andi\trspo 
store locations have phannacies (stores 1403 and 94 
COMPASS application Although this communi9atio · 
location, no follow-up was performed t · 1hy 

):e location, IA identified that two retail 
cte<l;1.the "not applicable" option within the 
ciated requirements were applicable to their 

• 10\;t res responded to the COMPASS 
communication as "not applicable". 

ih ------·-·-·---·-·---·-----·---·---------·-·-·-·-----·-·-·-·-·-·-·-·-·-·-·---·-·-·-·-------·-·-·-·-·-·-·-·-·-·-·-·-·-· ! 

Redacted - Attorney Client Privileged 
'-·····-···········································~--····· . .n+ 
Recommendations i;ll, 
1. The Stickerless Pres~ti 

be stickcrcd regardle;" 
we recommend the,d)i 

<i<-~;p,..;,;l,• 

exist on StoreNet'+cfo 
• .,,, Is· 

forth m the S · emeti 

. {ocedure should be updated to clearly state that all CID-CV prescriptions are to 
te'1~ quirements and filed and organized chronologically by fill date. In addition, 
pf Pli~~hcy Affairs perform a review to ensure no other policies that currently 
1
\ guage that conflicts with the controlled substance stickcring requirements set 

'-tt:Fl 

mefit. 

2. 
~111ilihf 

. §t;nY1~ s shdtil ollovv-up with the two store locations to detem1ine why they responded to the 
ASSi~omlqi'hnication as "not applicable". i~:\it~t '1!tfa;-

Managem :~:s ~ l!ponse - Al Carter, Director Professional Affairs Central Pharmacy Operations 
1. i "'" V. : 

Redacted -Attorney Client Privileged 
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2. Follow-up occurred with both stores to confinn that the stores were in fact stickering all CUI-CV 
prescriptions. The stores both indicated that they were in fact stickering all required prescriptions. 

Estimated Completion Dates 

1. NIA 

2. Complete 

J. Rx Activity Log Book Procedures 

Background 
Per the Settlement Agreement, \Valgreens phannacies are required, for prescription re 
outlined in the C.F.R. The Code requires tl1ere is documentation to suP,~ort that ·· 
or JV controHed substances was entered mto the system accurately. Jn 6t to 
was involved in the dispensing process for the refill is required to sign (fit 
within 72 hours of the their shift. 

Issue 

. rocedures 
a Schedule III 

. :/ -
·"Pharmacist that 
ivity Logbook 

While the Pham,acy Record Keeping policy on StoreNet speci 
date the Rx Activity Log Book, tl,at procedure does i}i t specifi 
signature, timefra.me within which the review and atf~gtatidit i 

.. ,,a, ea@J ;,, , ; . · ng Pham,acist is to sign and 
·,n. tio!/\1i.ertain requirements (e.g., fonnat of 

lwaiJ ~eens must adhere to with respect to 
''<lj!, the Settlement Agreement. . 

. . ····-···-·-···-···-·········-···-·····-···· ···-···········-· ··········-···-···-·········-···· ·····-······ .. i!ll\!t ···-···. ·"· ·-···-····· .. "•· ····-···· ···············-· ········-·-···-···-·········-···-·····-···· ···-···········-· ·········' 

Redacted -Attorney Client Privileged 

'tt:H,; t.q~(l' 
·,·11-

Management's &spon '
1
~'i;ter, Director Professional Affairs Central Pharmacy Operations 

The Pharmacy !¢~rd K ro~dure will be updated as recommended and the change will be 
. _stor~'s'!Mi\iJ 1e March "News You Can Use" newsletter. 
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K. DEA Records Request Training 

Background 
On occasion, the DEA will request the stores to provide certain records in order to aid their investigations. Per the 
Settlement Agreement, Pharmacists are to receive training that .includes instructions on how to assist the DEA in 
obtaining records (e.g., copies of prescription hard copies). 

A;;~h 
Issue 1U!h 
\\Thile infom1ation does exist on the Rx Integrity department website instructing Pharmacy pej!~~nel on what to do 
in the event phannacy records are requested by a DEA agent (i.e., DEA Visit Guidelines "D~fs'aliti!Don'ts, DEA 
Prescription Request Records links), specific training has not been provided to Pharmacists + · · it tb;e,i r 
responsibilities, and the associated procedures, for assisting the DEA in obtaining recqi! '1!!1;!;1, 

,!ii 
/i "(ft '-· -·-. -·-·-·-· -'-·-·-·-·-' -·-·-· -·-' -· -'-· -·-' -·-' -· -·-' -·-' -· -· -. -·-·-·-· -' -·-·-·-·-' -·-·-· -·-' -·-' -· -·-· -·-' -· -·-. -·-' -·-· -. -·-·-·-·-' -·-·-·-·-' -· -. -· -·-' -·-' -· -·-' _,.,, ... -·-. -··· ) . 

Redacted - Attorney Client Privileged 

' jl!s!l;lifn, · ··11lh, ,, • 
; _Mana_gement's_Response - Tasha_Polste't,;' ___ eni·9r_ _____ ,.~.ctor_Plt?:rmaceutical lnte_grity &_ Pharmacovigilance ...... 

1 

Redacted -Attorney Client Privileged 
; 
; 
; 

i 
; 
; 

I ! 

L-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·· -·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-1 

SNet ➔ Rx Ops ➔ Rx;Wte 
•Uj! ·,lb 

, #*i? 

DEA 'Inspection Resources ➔ Request for Prescription Records Guide 

Estimated Completio 
Completed 2/20/2015 
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1,-■■r~ ~ ""' 
Plan Budget 0 20,000 

Actual Spend 0 4,900 

Forecast 0 5,100 

Total 0 10,000 

ijudjet ari nee 0 10,000 

\GEll 
20,000 

4,900 

5,100 

10,000 

10,000 

Overall Status Trend = Positive 

Overall - Schedule -

Scope - Cost -

Resources -

Key Messages 

The overall status is neutral. The remains in Green status. The project is currently in Deploy Phase and is on 
track to be fully deployed by mid June. 

Contractor Resource Mix: Onshore: 0% Offshore: 100% 

SDLC Start /End Dates Initiation I Requirements Design Build Pilot I Deploy I Warranty 

Final Release 

Accomplishments This Period: 

04/08/2015 -
05/07/2015 

Changes were successfully deployed. 

Activities Next Upcoming Period: 

Warranty Support 

Key Milestones/ Dependencies (Non-SDLC) 

Project Closure 

05/08/2015 -
05/25/2015 

7110/15 

05/26/2015 -
05/26/2015 

05/27/2015 -
06/03/2015 

06/04/2015 -
06/11/2015 

Critical issues / Risks + Mitigation 

NA 

1/R: No issues or risks identified at this time. 
M: 

1/R: 

M: 

Forecast 1• 
1/R: 

M: 

7110/15 N 

fi!!J ©2013 Walgreen Co. All rights reserved. Confidential and proprietary information. 
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06/12/2015 -
06/18/2015 

06/19/2015 -
07/10/2015 

Owner/ 
Due Date 

Owner 
Name/ 

MMIDDIYY 

Owner 
Name/ 

MMIDDIYY 

Owner 
Name/ 

MMIDDIYY 
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Overall Status Trend = Positive 

Overall __£__ Schedule -

Scope • Cost -

Resources • 

1,-■■r~ ~ ""' \GEll Key Messages 

Plan Budget 0 20,000 20,000 

Actual Spend 0 5,400 5,400 
The overall status is neutral. The project is moving to Grey status due to being complete. 

Forecast 0 0 0 

Total 0 5,400 5,400 

ijudjet ari nee 0 14,600 14,600 Contractor Resource Mix: Onshore: 0% Offshore: 100% 

SDLC Start /End Dates Initiation I Requirements Design Build Pilot I Deploy I Warranty 

Final Release 

Accomplishments This Period: 

Project is complete 

04/08/2015 -
05/07/2015 

Activities Next Upcoming Period: 

None 

Key Milestones/ Dependencies (Non-SDLC) 

05/08/2015 -
05/25/2015 

05/26/2015 -
05/26/2015 

05/27/2015 -
06/03/2015 

06/04/2015 -
06/11/2015 

Critical issues / Risks + Mitigation 

NA 

I/R: No issues or risks identified at this time. 
M: 

1/R: 

M: 

Forecast 1• 
I/R: 

M: 

fi!!J ©2013 Walgreen Co. All rights reserved. Confidential and proprietary information. 
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06/12/2015 -
06/18/2015 

06/19/2015 -
07/10/2015 

Owner/ 
Due Date 

Owner 
Name/ 

MMIDDIYY 

Owner 
Name/ 

MMIDDIYY 

Owner 
Name/ 

MMIDDIYY 
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Hello Tasha and Edward, 

Below is quick update on your project health along with the financial analysis for the Update Rx 
Script Count Audit Issue for DEA project. The financial analysis includes the approved 
budget, any approved change requests, project cost year to date, remaining budget needs, and 
resulting variance. 

Please review and let me know if you have any questions. 

Project Name: Update Rx Script Count Audit Issue for DEA 
Business: Pharmacy & Retail Operations 
Business Contact: Edward Bratton 
IT Project Manager: Kraig Keegan 

Current Phase: Build 
Project Health: Green 
Financials Date Range: 05/08/2015- 05/31/2015 
Financial Analysis: Green 
Project Completion Date (tentative): 06/30/2015 

$1,638 $1,638 

- 1 -

HIGHLY CONFIDENTIAL 

$18,362 $20,000 $0 

6/5/2015 
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1,-■■r~ ~ ""' 
Plan Budget 0 20,000 

Actual Spend 0 4,400 

Forecast 0 9,600 

Total 0 14.000 

ijudjet ari nee 0 6,000 

\GEll 
20,000 

4,400 

9,600 

14.000 

6,000 

Overall Status Trend = Positive 

Overall - Schedule -

Scope - Cost -

Resources -

Key Messages 

The overall status is neutral. The remains in Green status. The project is currently in Deploy Phase and is on 
track to be fully deployed by mid June. 

Contractor Resource Mix: Onshore: 0% Offshore: 100% 

SDLC Start /End Dates Initiation I Requirements Design Build Pilot I Deploy I Warranty 

Final Release 

Accomplishments This Period: 

System Testing Completed. 

Documentation completed. 

Move request initiated. 

04/08/2015 -
05/07/2015 

Activities Next Upcoming Period: 

Deploy the changes to production. 

Warranty support 

Key Milestones/ Dependencies (Non-SDLC) 

Project Closure 

05/08/2015 -
05/25/2015 

7110/15 

05/26/2015 -
05/26/2015 

05/27/2015 -
06/03/2015 

06/04/2015 -
06/11/2015 

Critical issues / Risks + Mitigation 

NA 

1/R: No issues or risks identified at this time. 
M: 

1/R: 

M: 

Forecast 1• 
1/R: 

M: 

7110/15 N 
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06/12/2015 -
06/18/2015 

06/19/2015 -
07/10/2015 

Owner/ 
Due Date 

Owner 
Name/ 

MMIDDIYY 

Owner 
Name/ 

MMIDDIYY 

Owner 
Name/ 

MMIDDIYY 
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Produced In Native Format 

WAGMDL00750694 
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1,-■■r~ ~ 

Plan Budget OK 

Actual Spend OK 

Forecast OK 

Total OK 

ijudjet ari nee 0 

Final 

Accomplishments This Period: 

Project has been kicked off. 

""' 
20K 

.2K 

19.8K 

20K 

OK 

4/8/15-
517/15 

Project schedule has been set 

Resources have been assigned 

Business Requirements are complete 

Critical issues / Risks + Mitigation 

None 

\GEll 
20K 

.2K 

19.8K 

20K 

OK 

5/8/15-
5/25/15 

Overall Status Trend = Positive 

Overall - Schedule -

Scope - Cost -

Resources -

Key Messages 

The overall status is trending upward. The project is in Green status due to just being started. The project is 
currently in Requirements Phase and is on track to be fully deployed by early June. 

Resource Mix: 

5/26/15-
5/26/ 15 

Onshore: 

5/27/15-
6/2/ 15 

10% 

~ 

6/3/15-
6/4/ 15 

Key Milestones 

Functional Requirements 

Technical Design 

Build Completed 

NA 

Offshore: 90% 

6/5/15-
6/5/ 15 

I Baseline I 

5/25/ 15 

5/26/ 15 

6/2115 

6/ 8/15-
6/25/15 

Forecast I -5/25115 

5/26/ 15 

6/2/ 16 

N 

N 

N 

-- None 

~ ©2013 Walgreen Co. All rights reserved. Confidential and proprietary information. 
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iTask Name ,.. 1Start .,. 1 Fi n ish ... May 24, '15 I May 31, '15 !Jun 7, '15 Ju n 14, '15 Ju n 21, '15 
s IT I T I s I M l w I F Is I T I T s I M l w I F s IT IT 

Project Management IMon 5/25/ 1~ ... JThu 6/ 25/15 

Plan/ Analy2e MonS/25{ 15 Mon 5/ 25/ 15 

Design TueS/ 26/15 Tue 5/ 26/15 11 ~Supreet 

Build Wed 5/27/ 15 Tue 6/2/15 

0A Wed 6/3/ 15 Wed 6/ 3/15 

Transition to Ruin Team Tnu 6/ 4/15 Thu 6/4/15 

Deploy Fri 6/ 5/ 13 Fri 6/5/ 15 11 I ~reet 

Warranty Morn 6/8/15 Thu 6/25/ 15 

Key Dependencies -I Project Description 1-1 Owner 111111 

Issues and Risk Detail -I Project Description Action Needed Owner -
~ ©2013 Walgreen Co. All rights reserved. Confidential and proprietary information. 

2 
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