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Dan Coughlin, Regional Vice President — Distribution Centers and Logistics

cC K. Amos, D, Boyajian, D. Brandt, R. Delaney, D. Doyle, T. Gorman, G. Hodge,
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Conclusion

in our opinion, internal controls that ensure compliance with DEA regulations at the
Perrysburg DC require improvement. In addition, some of these issues pertain to all company
DCs and should be addressed to avoid potential DEA sanctions. Specifically, our review
found four issues previously cited in the DEA's May 2006 inspection report that are still open.
In addition, four issues noted in our previous audit {report dated July 2005) remain un-
remediated. Areas requiring the greatest level of mprovement are as follows:

DC-wide:
¢ pseudocphedrine reporting requirements and inventory maintenance
& suspicious controlled drug order processing and reporting
¢ controlled drug reporting, specifically receiving record information
# lack of formalized CII controlled substance policies and procedures

Perrysburg DC:
s gignificant concern regarding the growing in-transit controlled drug losses
# controlled drug security procedures
e employee background screening documentation
e controlled drug receiving procedures

Areas noted for improvement were reported to Management with suggestions for improved
compliance. Management has corrected or is in the process of taking appropriate action fo
resolve our noted concerns.
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Background

Internal Audit’s (1A) examination for compliance with DEA regulations and Company policies
for the distribution of controlled drugs was conducted November 17 - 21, 2008. Company
policies and procedures regarding controlled drugs are communicated to the DCs via the online
Compliance Manual,

The Perrysburg DC is licensed to handle Schedule H through V controlled drugs and was last
visited by the DEA in May 2006. A subsequent meeting with the DEA was held in January 2008
to address their growing concern regarding in-transit losses the DC has been experiencing.

Objective

The purpose of our review was to ascertain if the Perrysburg DC is in compliance with DEA
regulations and Walgreens policies relating to controlled drug distribution, handling, and
reporting. In addition, our review verified whether any previously noted deficiencies have been
corrected or are in the process of remediation.

Scope

The review focused on the internal controls established by Walgreens DCs to ensure compliance
with DEA regulation Section 1300 found in Title 21 of the Federal Code of Regulations. To
substantiate compliance with Section 1300, we conducted interviews with DC management,
documented the movement of controlled drugs from the receiving dock to the shipping dock, and
used an audit testing program that encompasses Section 1300 requirements.

Findings

Our review found compliance within the following areas:
® The Pseudoephedrine receiving and shipping reports were generated in a timely fashion.
e The retention of primary controlied substance records is being maintained properly.
# The controlied substance shipping policies and procedures were properly being followed.

Our review disclosed opportunities for improvement of compliance controls in the areas
specified below. Management has addressed our concerns and corrective action has either been
performed or is in the process of remediation. Detailed descriptions of our findings and
recommendations, along with management responses, are included in Attachment A as indicated.

Page
Pseudoephedrine Reporting Reguirements 1
Controlled Drug Reporting 2
Controlled Drug Security 7
Controlled Drug Cage Access 9
Asset Protection Procedures 12
Documentation of Screening Tests and Criminal Background Checks 13
Lack of CH Controlied Drug Policies and Procedures 14

We would like to thank the Perrysburg Team for their cooperation and hospitality during our
review.
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i Distribution Center Observation Summary Attachment ©
DEA Compliance Review

; DC with Clis !

Perrysburg Jupiter Woodland
Observations Noted o1 -FY08 Q4 -FYOT Q2 -FY07

Closed Stores with DEA Form 2225 On-hand:

Cur review of a sample of closed stores serviced by
the DC disclosed the DC had a moderate percentage
of closed stores with DEA Forms 222 on-hand.

Clf Vault Combination Change Process:

DC did not have an effective CH vault combination
change process.

DEA 222 Form Series Accountability

A small percentage of sampled stores disclose the DO X
had voided DEA Form 222s in the unexecuted file that
were not identified in the system as voided.

DEA Form 222 Completeness:

Our review of a sample of DEA Form 222 disclosed
a small percentage were not completely filled out.
The line item was not filled out due to the product not
being received.

ol ARQOS Monthly Transaction Report Review:

Per the Online Compliance Manual, DCs are required
1o print off the monthly transaction reports that have
been submitted to the DEA to ensure completeness
and accuracy of transactions. %

Discussions with the Cll Funclion Manager disclosed
the monthly transaction review is not being performed.
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Bl oesting Ouliine
DEA Raview - Perrysburg DG
Date of Review: 1497 « 11/21008

Hgmt Compistion Date  Driver
Potmt Discussion Rish Recommendation Rasponss
Pasudosphednine (PS5 Reporting Reguiremants: inadeguate monitoring of PSE fems can lead 1. DC should move all PSE fems into the Rx Areatn {§1) DO will look st the ERIIRI2008 Ly YanDyk
to nun-oompliancs with DEA regulations increase security and camera coverage. passitiily of moving PSE
1. 1A noted that the PST lom seletted to perform an  frelating 1o PSE security. Hems into RE, This will
sinvenkbory audit on was shornt 7 SKls compared to 2. The Corporate information Systems Enginesr (ISE)  depoid on space both back
SIS on-hand count. Departmert shouid provide all DCs with the same PSE  {and sle pick locations. Wil
data retrieval zs Controlled Substances (e on-hand  jalas depend on whether of not
2. 1A coukd not perform an inventary ort one PSE oounts). sHis is able fo be nixed with
1 inventary taken on 141748 due o lack of a clear e regular RY items, (2} Fwe
Heginning Balance from the Audlt Trall. The Audit Tral o move to BY Room BC will
does not keep the daily balanows for non-contrulied implament a plan to increase
substances. count fvquancy. (ems 2 and
-, . 3 Jamss will follow.up with
3. The PSE Receiving Report was missing the 185
Vendors DEA number, which is DEA required
information.
Peninrauns s sufmtting tie Monitdy Sustiious Giaigreons fs Blbng OreTs that have Deen | |VVe recommentd YWaigieens develop 2 eross-functional  {Gerpoate & Regulatery Law I8 {9977 James will kesp  {James YanOverbake
Contred Drug Onders Report (SCDOR) fo the DEA with [Gsemer suspicious without performing any  jtesm consisting of the Logistios, Corporate and currently in process of DE informed of his
numernus instances of filed suspicious controlied renadiioh 1o asoentaln the legitimacy of the  {Regulatory Law and Luss Preverdion Depariments b Jaddvansing this lssas. progress on this kem.
substares orders. Also, there is no monltoring fedCess innder, which could lead fo noncompliance  jassess what is considered a suspicious controlled drug
2 i phacs 10 Stop 3 suspicious onder 1o aseess fthe ittty DEA Regulation Section 1301.74. order and ravisk the report parameters to reduce the
vrder is suspicious of nob report size to a manageabls level Discussions should
also include how 10 effectively frain DC employess to
monior and manage the report.
Renewing Report for sampled controlied substances e DU may ruil be slife jo sustantiale inaie addreased o Jeson Blict, Logistios Systems Corparste osus PIT? James will keep (James YanOuerbaks
i not have the Vendors Shipping Address, DEA wisene receipts are coming from, which could IMangmsn D Inturmed of his
Feguirad info - Mote: Non-DC issue, et to noncompliance with DEA regulation gmm on this Hem.
E Shstinn 1304.22 ().
During the Alamm Testing, 1A noficed an unattended  {Unatiander sontrolied substances are Z’Eeasa minrate the soity v peoadurss 1o the Controlisd Dreg Transport $22008 Can Yanbyk
paliet of G-V controflad subsiances that wers not sisaptibls o divasion and ageing wiarted e Ry ManagawSopendsor regarding the [ Process will be raviewsd with
4 locked up in the transport cage, walting 10 te ified to  {Ourpany poliey, ded aubstannes Fon the sosivn i Transport Drivers and BRY,
the GHIY Cage. ﬁmk i P Cldriites Subsdancs Sug. Ruceleing and PO Plantion
Camera Coverage in the Controlied Drug Cages: Linable to effectively montoridocument Work with Corp. AP to ensure adequale camera iﬂave wilh folivw.up with I8, A2HAE {iave Brandt
diversion. coverage in all Bx Cage Areas. A decision should be {The camers placement was
toR TRV made to add an sdditional camera for middle lane. approved by the DEA. Dave
» Cage - Not alf audil stations coveted by camera/s writd falk with 184 and ¥ camerss
S are neaded e will work with
O Cage: ey 1o scheduls the
» Camars for Pici-To-Lane Ares foo low work 1o be complubad,
» Moot camera coverage at back end of PTL area
Adarm Testing Results: 1. Inactive motion detectors limit the The DO should work with the ceniral monilonng siation Jerewmy Willls (PBAPFID will 112732008 Dave Brandt { Jeremy
sfectiveress of the cage securily systermn. o address the points that did not activate on thelr side. {work with FE Moran & resolve Willis
Internat: CH ~ Zones 134 and 48 did not activate. these issues,
5 ¥ The Alarm Company can not effectively
Exernal CHf - Tones 38, 45, 60, 81, 62, 89, 70, 71, inoniinr the DC's alanm system §they do not
72, and 1368 were found on Pemryeburg's test rasults  ihsve the cormet alarm point assignments.
byt not found on F. E Moran's test resulfs.
Controlied Cage and Vaull Layouts: There is no assurance that AF can monftor  (Please update documentation tn 100% acouracy on Dave and Jeremy will work 12372008 Dave Brandi/ Jeremy
and test all alarm poirds in the cages and alarm points and camera coverage. with DS 1B {o ensure that the Willis
Qur review indicatad the cage and vaull layouts do not pvauit, glarm polnds are cormect is the
7 rapresent the current layout of the vages and vault drawing.
accurataly. in addition, the iayouts do not mateh APs
Alarm Foint Data Sheats. 1efd
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Exltsteting Outline
DES Review - Parrysburg DO
fate of Review: 14447 - 112108

gt Complation Date  Driver
Paint Discussion Rink Recommendation fesponse
Faset Drotenton Mol Secunty Bnd amety AuSt 1. An ondated Muothly Safsty and Seounity - 11, Ciynonsls Asset Srotechion shoudld redew the dseit Hleremy and Dave are worldng [ 1722008 Dave Brandt / Jeremy
Aokt limmits its effaciiveness 1o ensure aif Srotentitn Monthly Security and Safety Audits forall e creste 2 naw montly resap Witlls
4. 1A noted that the Asset Protection Monthly Security fareas have been adequately soversd. [Cs to ensure they are curent and reflect the actuad  {that wifl be placed into affect
st Safely Audit is outdated, with muitiple quastions DC security environment. by the frst of the year.
redmtivg to the Traccess System, a irafler securty 2. % the DIC Manager does not provide an Hovember and Decembey
syetim not used at the DCs for a significant period of  fepprovid signalure, there is less assurance 12, The DT Manager should sign the Asset Protection reporis will be submitted fo
8 thing, thi Safety and Seourily issuss noted inthe  [Monthly Safely and Security Audit to dozument their Steve Knelier for raview.
i wuci will be adequately addressed. i and approval. Any issues noted in the audit
12, The DC Manager did not provide an approval Hhist be addressed and dooumented in the
ginratune indicating his review and acreptancs of the icrehrmEiiRy section,
gt results from October & September, ;
Thranhnid Prrmanent Avoess! Unreoegeaty acoess may b grented 1o the (Mo shanges sholdd De mate fo Threshaid permanent Herery has wregted g loyg Por  [HI24A20688 LSeremy Willis
sariilien drug cage without the approval of janiess unless Function Manager or above approval bl parmanent and tamp
grarsty. the DO does not keep records for request (3G management. amall is obtained which should be filed for 2 reasonable facness for the controlied cage.
for changes to permanent acoess o the controfled parind of time in an electronic foider, AP il call 10, MO, BB, or
drug cages. DO to get approval to grant
sovess to controlied cags o
aign Include $2 access a3 well,
2 B0 or above s not in the
Fbuticing then Fi who is in the
huifding may grant temp
facoens. AF Wi Resp an aanall
ion afl permenent changss to
SorRess.
Threshold Temparary AGCess: AP may il e able to effestively monitor Ernsine e Cor ACORAS Lug 0! RTROTENy B00ESR IS | See abova. 492452008 Jereny Willis
wiio iz entering the Cage and time pariod.  {Being i, par the AR lnrustion Marusl
0 AR Office does not utilize the Card Acoess Log for
temporary acoess 10 the Cages, per the AP instrustion
Marnat
O does hot (i the CLY Contlisy Cage Sign 1AF may net be able 1o efectively monitor Trm L should Uliize & sign fnvni shead for luam & clipboard will be addedfe 120072008 Dan Yaniik
I Out Log, trasidng indhiduals wha do not have i is enteting the Cage and time period. members sntering the Conirolied Drug Cage with out fthe G358 cage door. We will
permanent badgs permission inte the cage Card Acorss. AP should monitor the sign infout sheet  [post & sign that instructs
11 & & weekly basis 1o ensure there s ne unauthorized  anvones entering the cage to
sanss to the Contralierd Drug Cage. sign in § out on the kg, We do
have the sign in place butwe
need to re-train the RX Fif's on
A rORtE FRonits e not being pacosmed 1 Gl [LEoK of SAsset Protection Incident Bepons Nk with horn, AF 1o ublaln the MS Acosss Uislabiave |Dave Brandt will need to check M272008 Diave Brandt
oonisoiied substance issuss ey indinate inswes are not fully resolved or 1 irecic incident Reports commonly used at other DCs. (with James YanOverbeke, We
insndied approprigtely (Le. noting a spillage, cuirently have the datubass in
not filing 8 DEA Form 41). In addftion, iplaoe thad track ol C3.8
12 w6 is levs mssurance trends can be Hinciednts.
ientifisd regarding conirofied substance
s without the incident being
dooumenied completely,
Lok ol AP Dally Sentty Witk throtgh Thadio Ll Daiiv AF responsibiiities may be unimown The Pernysburg AP Cifice should continue efforis to Jevery has re-created & naw | 14/24/2008 Serarmy Willis
' s not parfoimed adaguately. develop a AP Dally Securfty Walkethrough Chack List.  {deily sheet that is Glled ouf per
The Permysburg AP Office does not utlilize an AP Daily The cheokiist should ba reviswed by the AP Manager  ishift regarding €38 walk
Fgeurity Walk-through Cheok List, which aliows the anid relzined for & reasonable period of ime. hroughs to Inchuds checking
i3 AR Cffics to ensure all activities have been performed zages on the shipping dock.
Tor the day.
Hote: Discussions with the AP Office indicated one Sef 4
wae being developed,
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Exit.aseting Outline
DES Review - Parrysburg DO
Dt of Review: 1917 - 1421708

Hgmt Sompletion Date  Drlver
Palnt Discussion Risk Recommendation Rasponse
HR Process Improvement - Empioyes Background T iire & periorm the required background 113 Take the neooesary 20itas i uptaiedhe smployee Turrenthy crasting 3 Moderof (12152008 Lisa Obbish
Checks! shetiks and sofeening fests may result in the {pesstrmy) files for the missing documantation. popins of alf 4 empicyse
nire of individuats et may be considered checky, Dave us chacking with
Exeluding DCM from the sample of 25 employess unemployatie had the chacks been 23 Develop a binder containing the four documents for  [Chrdstine M. on getling all the
tasied, the following was not complebed: performed timaly, in addition, Walgrsens 44 ermployees in (1) above that would be immedistely  [Hems thet we are currently
oould be found in non-compliancs with avaitstite for review by the DEA or other eniities. missing.
14 12 TMs - DEA Employse Scrzening Questionnaire Section 1301.93 regarding amployes
4 TH# - Nationat Criminal Records Check packground checks, 7 On 8 quarterty basis, review and updste the HR
14 Management - Losal Criminal Records Cheok  Rinter containing DEA required documentation of aft
fiovens having reguler access to controlied
wuteianvas to ensure that 2Yf soreening lests for &l
tenuineg employess have bean executed.
Cioeed Slores with DEA Form 2228 On-hand) The poreriial uee of an inactive EA Form |1, The Parrysbuny DO shiould Toliow this goblsnn O will ren & query the Tt ol (192472008 el Bish
233 could lead by inateduste shinping orovided by the Corporate and Regulatory Law gach month that i¥'s gl closed
Our review of 15 closed stores seyviced by the DO o datin, srenting petentig ronk Departiment to have the DEA Form 2225 retumed to shores thet have 287s in the
disciosad the DO had 15 ciosed stores with DEA eormplianes with DEA Regulation Seclion Corpiaia T CGnce ese are identifted
18 lenms 222 an-hand, 130518, ey witl be sent back 1o the
2. The DG should develop a quarterly review process 10 ireginet DEA Office (Columbus,
vompare stores with unused DEA 222 Forms against  {Ohio) to be destrovad,
sinnes the DO services.
DEA Form 222 Completenses: The DX may nnk be nslusing alt DES ' reneiis 4o Nok arive on the scheduled dole, the DEA [DE will place a (B) 2erc in sscl | 1124008 Db Bish
required information on DEA Form 222s. Saren 222 should be noted accordingly that zeve Rern that s Hsted on & 222 but
Coir review of $0 DEA Form 2223 for DO receipts makages were received with a slash ic dosument If the ino quantity Is recelved for,
18 iscloead 1 form was not complstely filled mut. The wontn) substances ars received al later date. This process bagen on 11948
fire Hom was not filled out dus to the product not being and all G2 recelver chackers
raceivad. huve been trained,
CH ARDOS Monthly Transaction Report Review: T ENE mesUrance Bl NAneSSuntS Eve been  iEach month, ARCOE mnsactions reported to the DES 1Dek witl b working with FEL BTG Db Bish
sompietsly and accuralely been ransmitted  stouid be verilied to the DO's ARCOS spreadehest, per Liamies YanOverkake o crente
Par the CM, DCs are required to print off the monihly i the DEA, in addition to non-compliance Company poliey. % sohstion o this probl
transaction reports that have been submitted to the  fwith Company policy. This is an 1,808 page report
47 DA to ensure compleleness and acouracy of Hhat requires sech line Bemto
fransactions. ton checked off on. This is the
report that is sent monthiy to
Discussiuns with the O Funotion Manager disciosed BRared Park that is forwarded
the monthly transaction review is not being performed, s the DEA.
A 108 Fotiow-up: i ordroting substences ool be sasily T shoold remove thie T Mankgers name from the 113 Diah will check with ISE wndi 12M15/2008 Dol Bl
wentified and may be susosplible 1o witinring labels, in addiion to removing "CH* fom the  {UPS o see if we can have
To limit the loss inransits for the DG, the DEA Sivesion. e proof bags. Theb's name removed from the
racommended in January 2008: fubiad, {2} Deb Iy working with
Lo, Purchasing o ses if we
18 1. DG to removed the Cif Manager's name fom the igfg get the C2 removed from
shipping label, and # tamper proof bags.
2. Remove the "Cil® label on the tamper proof beg.
Cur review disclosed the above is stilf present,
3of4d
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Exiia.coting Outline
DEA Review - Perrysburg BO
Date of Review: 14/47 - 11721708

BAgmt Completion Date  Driver
Polnt Discussion Risk Recommendation Response
CH Vsl Cambination Shangs Process: IRt win Lish Regusions The Porrysburg L whuult geveinp 3 policy to change  {Del has checked with the Deb Bish
s CH vault combination periodically and when there is Beander and the vender does
Cisniesions with the Cif Manager indicated that the srnpoyee timover. Furthermore, the Perrysburg DC st rscommend that we
Perryshieg DC soulkd not recal the last time the CHt shouhd develop & log fo monitortrack when the ook civange the combination
st combination was changed. combinatinn s changed. withois a lock smith., BC will
19 idevsiop a plan {change 2x par
waas on the ime changesiand
inet the dirsctions to changs
e combination and work with
Haint { AP to see ¥ we oan
changs without a lock smith.
Ferwding Shastrvation ~ O Feosiph B Brders TN ok o Thea Gmehy WhIoh | 11 W Tolow-up Wit Losnarate Pumhasing o address  [0orp s, Oab will eamalt Juenes YarDvarbake
opoki lead o more Cardinl orders &t a why the documantation was not sent timely, Junes whan this happens gver
1A oould not oheerve a Ol receipt dug lo the DD gramiuin oot e course of the pext month
on  Hombility to process the Gl receipt. Discussions 30 James can sddress with
issiesd the inability was dus to Corporate not Sorg. Purchasing.
verding the required DEA 222 Form and Purchase
foi 4
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internal Audit DEA Review

Thursday 12/04/2008
01:00 PM - 02:00 PM (1 hour)

Steve
Kneller/LOG/\Walgreens

Darlene

i Gallaher/LOG\Walgreens,

David
Dan

o1 VanDyl/LOGMalgreens,

Justin

Please be prepared to to update those items that you are responsible for on Thursday. 1 have the meeting scheduled

for 1 hour but we should be able to get through much sooner if all come prepared. Dave we will make it available

via the web. The number is as follows:

7991121093

(See atiached file: PB Responses.xls)

Thanks,

Steve

D - PB Responses.xls
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