
To: BUZZEO Ronald[Ron.Buzzeo@cegedim.com] 
Location: NW- Room TBD 
Importance: Normal 
Subject: FW: DEA Suspicious Order Monitoring Program 
Start Date/Time: Mon 7/16/2012 6:00:00 PM 
End Date/Time: Mon 7/16/2012 7:30 :00 PM 
Recurrence Pattern: None 
DEA Suspicious Ordering System White Paper FINAL.docx 
DEA 27SEP06 Letter to Distributors .pdf 
DEA 07FEB07 Letter to Dislributors.pdf 
DEA 27DEC07 Letter to Dist and Man .pdf 

When: Monday, July 16, 2012 2:00 PM-3:30 PM (UTC-05 :00} Eastern Time (US & Canada) . 

Where: NW- Room TBD 

Note: The GMT offset above does not reflect daylight saving time adjustments. 

Ron, 

The meeting is at 2pm with David Stark (VP, Genera l Counsel), Laura Queen (VP, HR and Chris's boss), Jordan Cooper (Sr. 

Dir, Assoc., General Counsel), Maureen Cavanaugh (VP, Customer Operations and Marketing), me and Chris Lowery. 

Attached are the documents that we sent with the meeting notice outlining the issue. l
1 m sure Chris is going t o want to 

discuss strategy again before the meeting. 

-----Or!ginal Appointment----
From: LeighAnn Tulleson 
Sent: Friday, June 15, 2012 10: 15 AM 
To: LeighAnn Tulleson; David Stark (US); Laura Queen; Maureen Cavanaugh; Jordan Cooper; Dennis Ferrell; Colleen McGlnn; Chris Lowery 
Subject: DEA Suspicious Order Monitoring Program 
When: Monday, July 16, 2012 2:00 PM-3:30 PM (UTC-05:00) Eastern Time (US & Canada). 
Where: NW- Room TBD 

We have scheduled a meeting to discuss the DEA Suspicious Order Monitoring program and its impact to Teva and our 

customers. This launch meeting is critical to the overall understanding of the issue and will requ ire each of the part ies 

listed on this memo to attend . 

«DEA Suspicious Ordering System VVhite Paper FINAL.docx» «DEA 27SEP06 Letter to Distributors.pdf>> «DEA 07FEB07 Letter to 
Distributors .pdf>> «DEA 270EC07 Letter to Dist and Man .pdf>> 
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U.S. DHPRHTm.BnT lJF JllSTCCE 

BRUG BRFORCBHtHrtT Allffl.1JillSTRRT10n 

Oear Sir 0r Ma<tiam: 

washlRgroM, o.e. 2lil'$S7 
September 27, 2,006 

This letter Is being sent ts every 00P111meirelal eAtlW IA the United States rreglstere<il with the 
Drug IE!llfo·r«DemeAt Adr:nfnlstratlon ~DEA) to distMbut& el!mtr1!1llecd swbstences. The purp0se 0f tmls 
let'ter Is t© reftsrafe tne r-esp0.nsfblllttes ef Gll>l'ttrolled st1b-stance «!11stfi!Dwta11S lm view. of tne .19r~scrlpt10n 
drug abl!Jse ~roblem eur rtatiori (Sl!JHeAUy fa"Ges. , 

9ae1s,grewl\)gj 

As eadi of y1M.1 is lilAdOlltt°>1ec!lty aware, th& ab1:1se ~nenmedieat l::ISe) ef GentroUee pr:esoripUon 
dr'tlgs Is a se11le\:I& er1d growing he~ltt-\ P>t:Ob-lem Ill! tl'\($ e~1.11ntry. 1 D.'!A !'las an obtig-atlon te cembat tl:)ls 
~fetlem as ~me of tlle egel\le,y's core fu111et!oM Is tti f}fevant -the dlver-at@fl af eoAtfo1ia~ s~bs~al'IGes 

...-int© illleit ohaAnels. Corl41re.ss ~sslgiil~ 0:5A k:1 Ga.fly eut till~ fwf'lctlo111 01ro1.igh enforeemef'!l~ of the 
Controllltr<!I Su~st:aness Aet ECSA~ and OSA re!llt1la3ons ttitetlm.plementtt.ie AGt. 

The CSA was r::lesf~Aed ~y C~~9ress t~ eembst dlv•irs101'l b¥ pr.ov~aflA3 for a 0hasea system of 
df 1:1@ dlstributl0n, Jn wMleh aH lagtHmate h·anaHer,s m:f eer.itr0lhtd substar.tee.& must obt>11lr1 a D.eA 
r-egistr-atl(;}h and, as a c@f"!Glftlot11 of m·alntafnlne s~cil r.e111tgtratlel\l,1 m1:1st. take r.easenab-Je steps t0 
er1sl!ne that their re.glstratron Is not be.lr:i~ llltlll~ed as a s-miroe ef di'\'er-sle>fi'I . . O.lstrlbutors are, of oourse, 
0f\e ef the key camporrenls or the cilfatribt1tlon ot:ralr:t. If. th~ eft?>sed ~.stern ts' 10 fl.'.IAet~~n pr~werl)i as 
Ccolil~r.e.ss envl·stoned 1 dlstrleutor'5 m~st tre vlglh:int fn deoldl11£J whether ~ prGlspee.Uve 01:.tstemer ean be 
trustee to deliver col'ltr'GHoo sut>stances enly f~r l'aw1ul ~1:1ip~ses. Thts resf)al'\slbllity I'S er.lt1eal, as 
Congiress ha·S ell':piressly EIMlared· t~at the Illegal dtstrlb~tlelil ef cel'\tre11et:i substar.u;ies has a 
s·ialristeAlial Bfl°d t:l"a-trlrneAtal e#eet-GR the Mear&i ~!'Id ~el'leral welfar-e Gf the Ametk:a·ri paH9;>le.2 

}tile, ~Hetu&MY &·0l!Jem1 a.rad 1.e«yai L}wtles et Qlstritwter.s es DEA RtglstgMts 

Althou~h mo$t d1st~ibl!ll0rs are a-lrea(ify well aware of the foll0wlng legal 13rl171oi~les, tMey are 
rerterated here 8S a<ilditlanaf t\lackgFOIM\d fer ihls dl~el:Jss-lon. 

T"he CSA uses the eoneei<>t of reglstratton as tfi\e ~t!fmaty means lily which meAu.ftlerurers, 
cl1stfibutors, and praditioRers are giver;, le~.at eutt.\erlty to handie contrefle(?! s~bstances. Registralion 
also serves as ths primary incentive fer cemprta~oe with tltt.e r-e.gw1atory requirernel'\ts Gf the CSA a~d 
DEA re.gtila-tlons, as C.oAgr:ess gave DEA awt~ority un€fe~ .t~e Ast to ttev0ke and sl!lsfJeRd r-egllit<atlains 
tor f'4'11tlre te c0mply with these re(;l.ulr~rn~nte. ~Dependlflg en the elroumstanees, fallwre tc:> comply 
with the re§utat-ory requirements· mtgf;it alS<::J ~revld& the !:>a.sis for €Mm1i:lal or etvil aotiell'l under the 
CSA.) : 

-: ... 
'• 

_, Sta N1Uon1\ \nsUtute on l!>rug Abu1t R'tsHrch R•por1; Pr~scllptlon Clrug Abuse and Addlc\lon f1tulud Auovat 2005): 
av•lable at M1'111t01g11buu-qq\1/SDEJBR@a!urh!@n,pdl • 

2 2.1 11.S.¢. &01•(2) 
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e·efore ~i(fng an aetfGn to feVok& a ragletra1fon, De.A must &erve the re9f$tram·f an order to 
show caose, which advises tMa registrant of Its r.lght ta sn acilt'nlnlstratlve nearing 0&rore ttie a~efloy 
(21 U.S.C S24(c)). TRe CSA ets0 gives DEA dlscreti<rinary autt:iol'lty t~ $Usperi~ any Fegistrat~Qn 
slmultaneously with the lntttatl'on of rev0catkm ~r~eeed!ngs IM ~a.s&s where the geMey finds there is 
an Imminent danger t© the plllt>lie t'lealtf11 a Ad safety (21 u.s.c. 824(.r:t)~ . 

o.EA reoog(11!!.es that 1he cweiwhelmlf1g ma]"rity of registered dfslC'lt'Jutor-s act tawfl!llly and take 
a~p,rl.i>priate measures to prevent dllverslon. Moreover, 011 r:e~lstrants - mamttfaetur:ers, d~stillbut0rs, 
pharmacies, a.fld practltlo.ners - share responslmlllW for ma!l')t·alnlng appfeprlate sata~1:Jafds a~ainst 
l!liversiQn. Nonelhefass. igfv.eR tne extent ef presefiptlen dr1.:1g abuse if! the UnHeei States, along with 
the dangerG>us and potentially, lethal coAseq.uenoea 0f such a~wse, even f1:1st one c:.Uetftbutor !hat use~ 
Its ©£A regls-tratlen to faeilltate dlvef$lon Gan ¢aUse enorm(l)lil6 l'l·arm. Ao~crdlngty, DEA wlll use It~ 
allthQrity to fe~Gke and suspencd reglsti~atlOA& IA apf)ror>rf-nte oas·es. 

The stat1.11te-ry f.ae•~rs DEA ll*!st consid·e.r ifl deddln~ w"ether t<!> feveke a dittrll:i1:1t0r's 
re~lstratfom ar-e set ferth lf'l 21 U.$.C. 823(e), Us-ted trrst amORg these factor.a 15 the dC:Jty 0f 
distributors 10 maintain effecrtlve e0nt<0ls agalru;t diversion ef eontr0lled su!:>stances t~to 0ther tMan 
legitimate meatlcat , scie.fltifte, and lnldwstrl.al ©hannels. 11"1 ad~ ltleR, dls.trlbl:Jtof'S must eornply wltM 
app·flcabie state and locaf ~aw. Cof.lgres5 al50 gave O.€A atJtflartty under this provis{0n to revoke a 
Fe~Jst.ration base<ll en the d'lstri0uter's past e)(perlence lfil the distributl0n of eontr0lled substa111ees ane 
based en "such &th er fa~ters as rne.y be relev-arit t0 and consistent with the pul&llc health &rid 'a•fety." 

The DEA Fegulations require ell dts~ributors l$ r~per:t S't.:lepioi0us ~rder~ of ciQmrolled 
slJbs,tance'S . SpeeifieaUy, the re~ulatloris state ll'J 21 C.f.R. 1301.14(b): 

rhe registrant shall des1gn and 0perate a system to <i1sclose to tt~e registrant 
s·uspleleu.s 0rders of eomtrolled substances. The ,eglstrant snail In.form 111\e Field 
Division Offioe ef t/\le Administration In his area of suspicfou~ G(<fars when 
dlscevereGI by tMe Fegtstrant. Sl!lsplelGus erdeFs lnciude orders af Ufl'IWSYal size, 
orders Gtevlatfr19 swbstiif'i'INaU.y fnllm a normal pattem, an~ oraers ti>f unl!lsual frequency. 

~t eears emphasis that lMe foi:egolnQ report~ng requirement ts In addltlon to, end not ln iieu ait, 
the §eoeral r-equlFement \Jnder 21 U.S.C. 82~(e) that a distributor matnt·atn effective e0ntrmls a!lfa(ns4 
diversion , 

Thus, in eddltloo k> reporting all auspicious oral&re, a distMbutc>r has a 6tatutory responslt:lillty to 
exercise due d/Hgence to avoid t'Wlrig suspicious orders that mlg·tlt be €1ivertae fnt0 either than 
h;~glllmate me.dica1, scleMtif\c, and IR~ustrial channels. Fallwe to exerQl.se. such C!Sue d11!9enee, oould, -
as c;:lroumstances warrant, prevl~ a S·tat'l:llory be~I& for revocation <llr sus1)~msl0n ©f a distributor's 
regisiration. 

lfl\ a similar vein. given tfie reql.:lir'E!men! under sect~on Bl3{e) that a clistr.il'>utor rnainta-in 
effective contrnls ag"3inst diversion, a dls!rlbutor may Mt stmply rely en the fa.et that the pers0n 
11>laotng the swsplGlous order ts a li>EA registrant and tl!.lrn a btlnd eye to the slJsplclous cireumstances . 
Again, to maintaln effestive contrels agatnst dlversiQn as section 823(e) requires, the dlstl'ibut-or 
sh~u.ld exercfse dwe care In eonfllTI'ltng the lagltirnaoy of all ol'dws prior te 1Wing. 

II'! aGldtUon, distril!lulors are required to file rep0rts Gf 1litstrlb1:.1tlons of ce1tain contrall'ed 
sl:lbi.;tances to the DEA ARCOS UJ\Jt, In the time af'Jd manner speclfled In the re{lUlations (21 C.F.R 
130~ . 35) . The failure kl file ARCOS r;eports fn a complete aAd tlR!lely maMet is a pG:>ten.tlsl statutory 
ba~is for revocation l!lnd~r soot\011\ 823(.e). Oe{ilend~OQ on lhe l!lirowms-tances, the failufe to keep or 
fumish roqwire~ r~cQrd~ might al.so e& the easls for clVll flnes or cfimfnal fJer:taltl~s tismJer the CSA, as 
pr~vfded in 21 lJ'.S.C . S.c\2, 
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Pa~e 3 

Cireww&taoees That Ml@~t B-e lBGloaijv.e 0f Pi1ter.siom 
DEA i1we.stigati0Rs have revealed \11lat eertalr;i pharmacies el'lgaged In dtsper:is-lng sontrolled 

substan6'es for ertner tl'lan a lagltfmate medical pwrpese mftefl display ene er more of tl'le r~ll0wll'lg 
charaotarfstlcs In thelr pa.ttem Gt erdering eGl'llfGllled s1:1bstaAces: 

1. Oralerln9 excess1ve Cljuantltles ef a limited variety of centrCi>lled suhlstanees ~e.~ . , 
G>rder·lng only l\)hentermll'le, hydroo0efone, and efptaiolam) wnlle order-Ing few, ff any1 

0ther drtiJ~s 
2. Ol'dering a limited 11anety et. e~mtrolled substeRees In qwamtmes disj!lropel\tfonate 
to the ~uantity of l'IOA-OOl'lt~Cl>lled mealeeti@l!lS @rt18f6Q 

3, Ord·erfng ex<:1essive <qwan~ties of a limited variety of eontrolled swbstances 
In cemblnation with exeessive quanUtles of lifestyl'e Clirt:Jgis 

4. O'rder:ing the same cc.mtr01fe<!l substance ffem mt1ltlple dlstrlbutor;s 

A distributor see\dn@ t0 determirie whether a stJsplelous order Is Indicative ef QIVel'$lon of 
contrelled substances to l!llher than legitimate mB<i11cal channels may wish t0 lnqulte wltl'l the ordering 
~h~lfmacy about the following : · 

1 .. What percentage ef the phafrnacy's busl"ess cfoes dlspensir:1e eontroltecil substances 
0onst~tute? 

2. ls the ph-armaey c0mpfy.in~ with the laws 0f every state In wMl0h it Is dispensing 
controlled subst'i!nces? 
3, ls Ehe phafmacy sefloitin@ buyers 0f oontroll$d sut3st:a·n<!:es via the lnter<l'let or Is the 
ph-armaoy assoelat$d with an Internet site that sonctt-s orders f$r oontralled su~s~ances? 

4. Dees the P>harmac:y, er Internet site affHlatecl with tMe phaffftaey, ofter 10 fecltltate the 
acquisition 0f a prescrtptiel'I for. a oentreUeC!I subst·anea ffom a ~raetltl0ner wtth wh0rn the 
©uyer has no pre-exlstlnl[I r'Etlall0nshli:>? 

5. Dees the phar-macy flll J!>rescrlptlens ls·sued by practlthnners based s01ely on afl 
on-line questionnaire wlth0ut a mecllcal e~amlr:iatlon er li>0na-flde e0cter-111atlent 
relaNonship7 
6, Are the J1>rescriblng praotiU(mera lieensed to J!>rad~ce mecHclne In ~he jurlsdi0Uons to 
which the controlled substanees are being shipped, 11 such a license Is r-e~ulred by state 
law? 

' 
7. Are ene or more .Practitioners writ1nQ a dlsprroportk>nate sl'lare of the 1<>r~sc<-ipti0ns for 
eof\br~Uecl s1:1bstances being filled by the philrmacy"? 

e. Does the pharmacy offer t-0 sell Cl))li\tr0lled substances without a prescrlp~lon? 

9. Does the pharrnaGy charge feasonab!e prices f<9r GIDntrelled swbstanoes? 
1·0. Does the pharmaay aooept lnsuranee paymeAt fGr purchases ~f eeAtrollecl 
subata111ces made vfa the Internet? 

These ~uest1ons are not a11.1ncl11sive; nor will the answer tG> any 0r these questler-is fleoessarlly 
Eleterrnine wl<lether a su&piciows <Drder is lndlcatlve ef dlverslol'! tm ether than legitimate meGttcal 
ch,anMels. Distributors should cons·lder the totality of the clrcumstanGes when evaluat1Mgi ar1 order for 
controlled Sl:lbstances , just as DEA will d0 when determining whether the tlllin@ ~an order l·s 

,,-.. consistent wUh the (!lt:1b>llc Interest within the meanl!'lg Gf 21 U.S.C. S23{e}. 
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I 
l Page 4 ,-.. 

We lo<!>k forward to 0011tin1:.1·in~ to work in cooperation with distributors toward our mutual goal 
of preventing the diversion C>f pha·rmace~tlcaf contr0Hed substanQes. 

--

-

Confidential 

Sincerely, 

JG>seph T. Rannaulsi 
Deputy Assistant Administrator 
Office G>f Diversion Cantfol 
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'. , ll.S. JJEPRRT:11fEJ1T OF JUSTICE 

I ., .. . . . 

'fl;Uli EnFpHCEJn$t:ADJl11JlISTBJJTJDR. : 
: I· . ·. . , . . . . . ~- . 
' I • • .. '* • • • • • • 

r· · · .t • • • : • ' •• ... ; • 
i• 

· · Wa:sh1n n, u.c. 20537 
• • , • 7 ... • • 

F,ebruary r, ~0~7: . 

.. .. 

rr -- --------· ----P ~dam! ~ •· , : . • _ .... .,_ 
- .• • • • • • • "' - ' ........ ,0 • 1: if'li Qif , r ~ C' C - "f ! 

t ett~r is b,eing sent 
1 ev.er}t COPlmerc.ial entity In.the Unlted states registered with t~e 

lfthllhtri'om.entAdministra . (DEA)1~ dlstriblJte,~ntroUed substances . . The purpos~~f.this . 
J[eratettie respon i · ilities of 4ontrolled substance distri~utors In view, of ilie prescrjptio11 . 

. roblernlour nation ~tirrent~y 'faces , ' ' , , ' ' ' ' , ~ ' I 

l . . '.I . > - · - . - • 

=~~~n~c~ of you fs ~n~ou ~led!; a~ar~ .• the ab·u~e (no,n~~dlcal u~~) of cohtr~ll~cl p~e~crlptio~ - ' 
~ rlous and growing ;~1th problem In this countryY DEA n~s 'an obligation to combat this 
s ne of the agency I . : re funcl;ions l~no prevent the diverslbii of cont~olled eubstflnces -

nnels. Congress. sfgned Df?A to osrry out thi13 ftinctfon 1hroogh enforcement of 111e 
. ubstsncrs .. Act (C. ! -~nsi· DEA -~~ulf1tl~ns tliat lr'P'~~ntt~e Ac.t · , . · .. ~~ 

e GSA was; designed · , Congr'e.!fS to combatdivers\on by pro~iding tor a clos€d.system of 
~jlOh, In which all la i ,mafe hapqlera of.cqntrolled substances n:iust obtain a DEA 

t nd, as a. condition maintafnfi'.ig such·regfW<:ltiori. muot take reasonable steps to • 
a tfeir registration Is t being U: .. tiljZed as a source of diversion: Distributors ~re,. of course,. 

y components oft distrlbut!dn chain.· If.the closed system Is 1o function proper!y as 
~ · visioneq, dlstnbut . 1 must be;v.lgilant ln'\:fec.iding_,Whether ~ prospective oustorner can b~ 

J 
liver co~trnijed su · ~nces on,I~ for lawful purpo~es. This resp6nsibllity Is critical, as : • 1 

~s expr~~s1x d~crar ~ :.l~ll!fi!~g~~~n~~l c;.ontrplled~~~ri.9es ~~s a · .., .... _ 

l~.efi'ilfl~.iltaI·e~ , _on ~e ~~~)~ ano general ~elf_are ~.~e American people:2 

t Sche e d. 1 • • •: • • , 
• 1 . • I l • : • • '" I ' ' o . o ' \ ' 

UJgh mostdlstrlbuto' iilre altea;dy-well aware ofthe following legal principles, they are 
J e as additional be round fQr·this discussion. · ·• • 

· SA u·se~ the cone . p .·of regl~tfation as ttie prTmary tne~ns by which nianufactu rers, . 
. nd pra&itiohefS a1 ' giv~n l~a)· authorjty to handl~ conm:illed ~ubstances. Reglstratioh 1 

1lso * _ . ~s the p~mary tnce '. o/e for com.plfan~e with the regu(atory requirements of the CSA and 
~EA:~~ ~tibns, as .Congresl? , ve OE:f. aulhorlfy under the Act to revoke and suspend registrations 
'o! fall~ ' t~~omply wit~ i~ese ~~lremen;~. (.Oepeh"din'g ~n the cfrcumstanc:~· fal,lure; ro comply . 
~ith ~. i !atol)( requ1rem. . '. _isnt al~? pr,ovld~ .the basis for:~~nat or c1v11. action ~~derthe . 
J~A~i· . · ' " " . :, - · : · ~ , . .. . ·. · . ~cony 
1 Sep ~U . . • ' . . • , : ' - . - : Rnpolti PrJcfJp\loii ~itill ~:. :i;o :..a,,,~on ('re~.,c1 ; LJ , f" 
avaU~I P , , , , " 

~~ ' 
:· . ... 

~-....... -_ _.... _ _,,. .... 1 .. 1 ~........---....--..-------------------------,.--
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~f.~e taking en acfi ,i~· revo1<eia reglstrauori, DEA must serve 1he registrant an order to 
~s , whio.h advises. t · reglstra~t of fts tigl1~ lo an sdmlni~lratlve Mealing before the agency 

. 2.4(c)). The CSA ~o gives P~ discretionary au11loi:ftY tC? suspend a~ te,glslration 
usly with the. initi op bf revo¢ation proce~!ngs Cn cases whGre the agency finds there is 

~e .t dt:inger 10 the p ollo health ~rid s~fet:v (21 ~-s.c. 824.(d~): • ' . 

recpgnrzes that ~ 9Verwhel~ing maj~rlty ofreg!St~red dis1nbuh:rs act.1awfu11y and tal<e 
l'r'll'!•ftlai~ · rne0$Ures to pre Bf dlversli£n, Moreover. sit reglstral'\ts - mahuraoturers, distributors, 

"s, and practitione ,, . hare re$.ponslbllrf.y 1or mafntalnlng appropriate ar~uatds against, 

~
, onetheless) give It e exten~ of prescription drug abuse In the United States, ~long with 
us and potential! ' thal con~eqt.;!enea§ ofs1..1ch abuse, even just one distx:ibutor th~t uses 
etratlon to facllrtat tveralon·,can cause enormous harm. Accordingly, DEA will us.e ll$ 

' · \revoke and suspe : . ~ re9lstre~o.~s lh appropriate ~ses. · . . · 

·~ttitutory'facl?)Ts · must·cd.nslder-Jn"tiecrd~ng-whether~to-cevok&a Ellstrlbutor's ~ .._, - -

l
re setforth in 21 tµ S.c. 62~(9). Listed first among these factors rs ttle duty of 

o malntafn.effeott ~control& against diversion of controlled substances.Into other than 
ec!loal, sclentlftc, h lnduetri~5ohannels. ·In addition, dlstributora must comply with 

' tale.and local law. ~pngress1a1so gaviJ QEA authOrlty under this pr<ivision to revoke a 
or, aGed On the ~j&tr 

1 
, Or'S pa~ G>\):>etienpe Jn the distfil)utlon Of COlltrOlled $Ub tances 'and 

fii~tlch other factors . if1aY be r~l?~ant to and consistent ~Ith tfie pubflc heaft~ and ~afety.' ' 

t
EA regufa11orn> re ' Ire an c.d~ttlbutor& lo ~ort susplclous orde(S of controlled 

s SpecffTcaJly, Uie '. ulatlonssteteil'\,21 1C.f,R.1301.74(b}: ~ 

'· ·e re.~1sia~t.shai1 . f g~ a~~l~P.e;a:te ~~~ste~\o· dl~eroi~ ~·the ra~fislrant ~ L.J · ... ( 0 Y 
usplclous ·orders o ntrolled ~bstances. Ttie registrant shall ll)form lhe Field 

b"vf slon Office of 1h "drnlnistrallon In his area of susp!olous orders when ~ · 
d covered by the r · 1 '1ranh S~~plclous order$ lnc(ude orders of urwsual size, 
· ders deviating su . ntially from a nonmd pattern, and orders of unustJal flaquency. 
~ . . I : . . 

i : 

a s empliasis that ti ' fore.going teportlng requirement is in addition 1o, and not' in Jleu of, 
· . equlrement under 1 U-6.C. ~23{e) that a distributor maintain effecilve co11trols against . . 

... . . . . 
~"'Cl'd'ditj011 to iepo . {"Stj~!OIOfl&'el'ders;-a-d!~ftbtrtoffiaS-:a"5tati:J.tefY-f-e8?SrilSi SlUf.7'--lO..-
t'Je dlllge~.e to a.void 1 Ung $USpj6ious orders that might be diverted Into other than 

. 
1 

dical, scien~c. a lhdustrla/ chaonels · Falh,Jl'& to exercise such due dlligenc~ odi.ild, 
a ces warrant, prov , a statu~oiy basis forrevocation or suspensfon of a distributor's 

. I ' . • • 
' !1 : . . . 
i llar vein, given t ~ r.~. qutram;en1 und.er seotlon ij2${e) that a distrtbutor mainla,n. 

Is against dlvers!p •. a dl.strll>t,Jtor .{TlBY not simply rety on the ract that the person 
psplolous order ls i EA r1?9i~!(~nt and tuin e. blind eye to the susplcioui; clroumstances . 

. c se di.ta. Cfire lo CfO ~ ·lj11!ng the\tegltlm.acy_ of sU order:s P.rtor .to filtinli). · · . . .. ... , • ,.., :..1 •.. , . 

. tion, distributors a ~ fBqulred\t~ flle reports of dlstrlbUUons of cel1ain·conlrolled .;. ' • 
t the DEA: ARCO nit, in th~ time arid manner specified <n the rag ul:;it!ons ~2.1 C. i;. R. ' 

i fallure to tile AR 8 reP,o$1n a complete and ttmely manner ie~e potential statutol)I 
ostlon under·secti . 823(.e}. 'Depending on the clrcurn$tances, the failure. tcr~eep or. 

I d records m!sht a ~p be the .&asi~ for civil .fines or cNminal penaltia;-t-So?~e~~ 

f 
u.s.c. 842. . . . . . . \\..,.., \l)J \~ u 

,. , .,._" • .t r """4/• Jr - I 

~""""'""' __ _, .... ~--------- ~----------'---->------------, 
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t : r • ' t \ • t • °! ' • , I • 

nces Tha ~I e · . v ·~f-01vers o :. · . . ·. ·.. • , < • · . • 

{; J.. ;;nvestl~ati~~~- ~a.v ~·tevealed that cer:talri p·h~rmaci~~ J~ij~g~a i~·'aisp·e~~iQg contr~tt~·d. ::~ 
subW.. t !for :other ttian a. le ~~ate me;ctlcal pufl)ose often dtspJa)' •. bne or more-<lf the foltowt~g · '. 
cha~?' r ~cs rn.~helr p~ttarn ~tcl~rt~_g rcontrolled ~~bs~n~: . .. . .. :. . . : . . . , . . 

~ • . t ·. 1. Oi'derll"lg exc ~ i~e qua~fities of a Umlted variety of cp11trol!ed substancas (e.g. , · 
l ~ ordetln'g only ·ph '.' etmlno, lny_drocodone, ai:id alprazolam) whlle ordering .raw, If any, 

• • • 1· ·i other drugs . , . 
i~ : '. t. ') l. Ordering a II : ~ varietY. of controlled 6\JbstanceG Jn quantities disproportionate 
· ~I · ~ :. to the quantity of ; o-contrope'd medications ordered 

, 1, ~ 3. Qrd~ring exce j,ve qua!1}l~,es of.a limited variety of controlled substances 
· ~ ; . I in oombln'.lUon.wl e1CeessrJ~ quanttttes of lifestyle drugs . 

: ~ . · l'deMri-the=s . ~~~ted-s~bstanw--frommo\ttpl~fstr11'ntors~,,_- , --· :· -
, \ . • I . ' 
: tflbtttor seeking to ; ermine Whether a &USpiCfOUS order is iodlcative Of diversion a( 

:ontj'pl · ~'bst~ncas to other • n, legllln?a~ medical channels may wish to Inquire with the ordering 
1harn:i Fl?-out the following~ ! , 

'. : ~ • I t 11j I What percent u· Of the Ptiarmacy's business does dispensing oon1rolted substances 
.;j; 1· constltl}te? . l · · · . . · 
.
1
:·1 ; j;° 

1

2. fs the p~anna . omplyin? With th~-l~ws of every state in which ft Is dispensitJ. COB)' 
' •. controlled stJbsta ~ s? . . ' . .. . r 1 

: ·. ! ~ 1 . '..J .. ~:. Is: try& pharm~c : olfdting,;,buye~ of .controlled sub;tances via tile <nternet or 1st ·e · 
: -f.~ I ~ j: [pfiatma~y _assocl~ . with ari; l~ternet site that sol~cits orde~ .for ca11trc?lled su~stances? . 
p : l' ; Does ffie pha cy, or lnt~n:iet slte affiliated with the _pharrna~y. offer to fac1tltate ~he 
ii ; scq4lsi0on of a pr 

1 
ription f9f' a controlled $Ubstanoe from a practitioner with whom the 

~ · uyer has no pr '/< stlng rel~tionshlp? : • . \; , ': < Does the.pha 1· cy flll pre)scrlptlon's Jssu~d by p.ract!tlonara based so1'e1y on. an 
'. ii ; 11-lfne questloMJ wtthout '.a medloal·e;irarninatlon or bof!a·fide doctor-patient 

i : ' JatiortshlP? , ' • • . . · 
) I ' , . 

:i '. i ~· _Are the prescrj·~' g practillp~ers licensed to pract_ice .med1olne I~ tile Jurls.dictfons to . 
__... : ~; " . bieh.the.c:onttol ubstances· are being sh)pped 1 if.such a lrcense ·ls required by sf<!Jte..-

• • • . I l • 
• · aw? i . . " . 

: i i . i ~ ' - • 
•i ; •. '{. Are one or mor ' ractitioners writJng ·a disproportiohate share of the prescriptions for . ;~ ! . f ont1olled subetan~ being ~l~d by the pharmacy? . . . ' 
'j i , · ~· Doos the pha ~ y offer t<t sell controlled substances without a prescription? · 

· ~. Does the pha ~ y charg~ rl"Jasonable prices for con1rblled substances? · 

; ; i : ~ 0. Do.es tha phar ~ .oy aocef?t _lnsuranoa payment for pqrchases of eon trolled , . • 
_J , J ~ubstance.s made ~ ~he' lntetfl?I? · · • · · . . 

. ' i ~uestl~n~ ·are no~{ ircius.iv~~· ~orwiil lhe anGWerto-any oftliese q~edio~s n~:~·~-~;Jfy. 
, ether~ sus.pi.oious er is lnd)cative of diversion to other than legitimate medical 
s\tnbutors .snould ' der the \tJ~ality o.t. t~e circurnstanoes wnefl evaluating ~n on:.ler ror 
~tances, Just as D · .wm do. ~h~n determining whether.ine' fHlin9, of an order ie · 

1t~ th·e public interes i ithln theitr\eaning of 21 U.S.C. 623(e). · 

1 · · rr- r~ rr-, ~ . 
. ":'l; ~s ~.7 (q/o'f. . r--j ~. {)/ i ~~ '\\ l . In.: . ~- ';. ~~I\:..... ·:.,\.:"'-I 

----·~_..___. ...... - .. ------
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~ ,l:orward to con i 
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ulng to ~or)< In 90C)perat!(>n.with distribi,Itors 1qward ou'r mutu~I goal 
anna~Utlcal controlled substance~. . · . , · . . · 

·: 1 • • -

} l 

i l[· :_ 

J .-.. . ' 
I~ ; 
t l 

1' . . 
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. .. .. 

· Srncerely, . -

. ~" fd_ .. ·. ·~ 
···uc+· -~· 

·• · · . Joseph T. Rannazzi~t .. - · . . 
.~ ' · Deputy Assistant Administrator 
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U.S. OEPRRTlm~nT (JF JUSTICE 

DRUG EllFIJRC:EfflEnT ADmlnISIRllTIOn 

Washington, O.C. 20537 

December 27, 2007 

-- -·-···---·- -· - · -· ·-· ··- ... --·----·. 

--

Dear Registrant ··--··· ----~- - "·- - ·--·-·--- "-
This Jetter is being sent to every entity in the United States registered wtth the Drug 

Enforcement Adminislrat.ion (OEA) to manufacture or distribute controlled substances. Tl)e purpose 
of this [ett~r is to rei'terate the responsibiliiie$ of eontrolle<I 6ubstance manufacturer$ and distributors 
10 inf'orm DEA of suspiciouu orders in accordance with 21 CFR 1301 . 74(b). 

In addlticm lo, and not in lieu or, lhe general requirement under21 USC 823, that 
manl!facturer-> an<:! distnbutors maintain effective controls against diversion, OEA regulations require 
alt manufacturers and distributors to report suspicious orders of controlled sUbstances. Title 21 CFR 
1301.74(b), speciflcal~ requites thal a registrarit "design and operate a systetn ·to disclose to the 
reglstranl susQiclous orders of controlle<l substances." The regvlatiori clearly iridicates that l! is the 
sofe respoostbifrty Orttie registrant to design and operate $1.tch a system. Ae:¢0rding~y. DEA does not 
approve or otherwise endorse any specific sy$fem for reporting suspicious orders... Pasl 
cornmunications with DEA, wriether impllcH or explicit, that covl\f be construed ;;is approval of~, 
particular syS1em for reporting susprcious orders. shotdd no longer be taken to mean that OEA 
approves a specific system. 

Tue regulation also reqult~ that the registrant lnfwn the local DEA Division Office of 
.tuspicious orders wheo,dj$covered by the registrant. Filing a monthly report or completed 
lninsactlons (e.g .. "excessive pui·ohase reporf' or ''high unit purchases'') does not meet the tegulatocy 
requirement to report SU$Plcious orders. Registrants are remindQd that their responsibility does not 
end mel'ely with the filing of a suspicious order report. Registrants must conduct an independent 
analysis of ~u5prcious orders prior to complellng a scile to detertnine wtiether the c1;1rrtrolled 
substances are fikely to be diverted from legitimate channels, Reporting an order as suspicio ~l$ will 
1101 absolve lhe registrant of responsibility if the re9istra11t t~new, or $hould hava known, Uiat tl1e 
controlled sobstances were being diverted. 

The regulation $pecifically states that suspicious orders include orders of an unusual size, 
orders deviating substantially frorn a normal patlern, and orders of an unusual frequency. ·rhese 
criteria are disjunctive and ~re 11ot ~JI inclusive, For ~?lample, if en order deviate5 substantially from a 
normal patten", the size of the orqer does not matter and the order shovld be reported. as suspicious. 
Li~ewise, a f<'gistrant need not Vfalt for a '1norma1 pattern" to develop over time before determining 
whether a partlcul~r order is sosplcfous. The stze of an order ~lone, whether or not It deviates from a 
normal pattern, iS enough lo trigger the registrant '$ responsibility to r~port the order as i;;uspicious. 
The deten'Tlinaf;on of whether an order is suspioious depends not only on tne ordering patterns nf the 

- partlcular customer, but elso on the patterns of the reglstranrs CU$tomer base and the pa!tems 
throughout the relevant segment ofthe regulated industry. · 
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Registrants thst rely on rigid fotmulas to define wh$tner an order is suspicious may be falllng 
to detect suspicious orders . For example, a system that Identifies orders as suspicious only If the 
1ota1 amount of a oon1rolled substance oroered during one month exceeds the amount ordered the 
previous month by a certain percen1Bge or more is losufficieot. Tnis system falls to Identify orders 
placed by a pharmacy if the pharmacy placed unusually large orders from the beginnlng of its 
relationship with the distributor. Also, this system would not Identify orders as suspicious tf the order 
were solely for one highly abused controlled si..ibstance if the orders never grew subttantially. 
Nevertheles~. ordering one highly abused controlled substance and little or nothing else deviates 
from ttre normal pattem of what pharmacies generally ordet, 

When reporting ~n order as suspicious, registrants rnust be clear in their communicati<ins wHh 
DEA. that the registrant Is actually characterizing an order as suspicious. Daily, weekly, or monthly 
reports submitted by a registrant indicating "excessive purchases" do not comply with the 
requi,ement to report suspicious orders, even if the registrant cans such reports "suspicious order 
reports.'' 

Lastly, registrants that routinely report suspicious orders, yet flit these orders without first 
determrning that ardel' rs not being diverted Into other than legitimate medical, scfMtific, and Industrial 
channels, may be failing to maintain effective controls against diversion. Failure to maintain effective 
controls against diversion is Inconsistent wilh the public interest as that term is u~d In 21 USC 823 
and 824, and may result in the revocation of the registranrs DEA Certificate of R~istration. 

For additional information regarding your obligaUon to report susplctou& orders pursuant to 21 
CFR 1301 ,74{b). f refer you to the rncent final order Issued by tha Deputy Administra1or, DEA, in Ifie 
matter-of ~Pharmau~ mo., n FR36487 '{2007). fn adc:HtJon to discussing the 
obligation to report suspicious orders when discovered by t he registrant, and soma crlteria to use 
when determining whether an order Is suspicious, the ftnaf order also speclfi<;:ally discusses your 
ob!lgatlon to nieintain effective controls agaln..<>t the diversion of cootrolled substances. 

Sincerely, 

(~o+ l ·-~-~{j):.X 
uph T. Rannazzisi 
Deputy Assistant Administrn.lor 
Office of Diverslcm Control 
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